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Abstract—In this paper, a low-complexity practical energy
saving algorithm by switching off/on some eNBs in a real dense
urban scenario considering historical and real-time eNB load is
proposed. First, eNBs are ranked according to their loads in an
ascending order and the first eNB in the list with load
decreasing and smaller than a low threshold is pre-selected as
target switching off cell. Then, the effect of the target switching
off eNB on neighbour eNBs is evaluated. The target eNB
switches-off while the load of neighbour eNBs after the eNB
switches off is smaller than another threshold. Since estimation
of the additional load on the neighbour eNBs due to the
switch-off eNB is of high complexity, a fast estimation algorithm
considering the whole eNB load by a traffic load conversion
coefficient is proposed. The traffic load conversion coefficient
declines slowly with the increasing of site traffic load. Third, the
switching-off eNB can be switched on by the active eNBs in a
distributed way. Based on the load changes in a week period of
the eNB, the cumulative probability distribution of normalized
load is analyzed, and then the threshold value of the eNB in
different periods is evaluated. The energy saving ratio is
obviously related with the interval between the switched on or
off threshold values and the complexity of the algorithm is
significantly reduced. Simulation results show that the proposed
energy saving scheme can save up to 24% energy consumption
and with low system complexity.

Keyword—energy saving, practical, energy efficiency, switch
off/on
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I. INTRODUCTION

R ECENTLY, with the gradually commercialization of
long term evolution (LTE) system and the rapid
expansion of smart terminals, a blast growth in mobile data
service has been taken place. Meanwhile, it also results in
more and more energy consumptions and CO2 emissions.
According to [1], by 2020, mobile cellular networks will
contribute up to 4% of the total world CO2 emission. Hence,
it is urgent to save the energy consumption of mobile
communication systems.
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Fig. 1. The normalized traffic load of an eNB during a week

In LTE networks, the energy consumption caused by the
Evolved Node B (eNB) is about 60%-80% of the total energy
consumption [2], and once the eNBs are deployed, it is hard to
modify the network topology for energy saving. Thus,
switching-off/on the eNBs in light traffic conditions becomes
a widely used approach. In [3], a cellular network with a large
difference in traffic volume at different time periods is
verified. Within a week, the city's communication network
traffic curve shows a quasi-sinusoidal pattern, and the
network load in weekends is significantly lighter than that in
weekdays. Therefore, they designed a fixed traffic change rate
to determine when to switch off/on the base station (BS). But
in the 4G network, urban traffic fluctuations will be more
obvious and irregular, so it is necessary to study an adaptive
threshold selection method for the changes in traffic load at
different working stages, and adopt the optimal thresholds to
switch off/on the BS and improve the network energy
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efficiency. A typical traffic load profile of an eNB in actual
LTE network during one week is shown in Fig. 1. Obviously,
traffic peaks occur in business hours and the traffic of
ordinary weekdays 1is higher than that in weekend.
Nevertheless, the eNBs consume most of their peak power
energy consumption even when they are in low traffic
condition. It is shown that the tendency of traffic load in a
period is regularity, so these data can be used to design an
energy saving algorithm.

Now the energy saving scheme by switching on/off the
eNBs has been attracted much attention recently [4]-[11]. In
[4], a centralized entity in the network controls the switching
off of the eNBs by the information pigged with signal
overheads. However, the researchers paid little attention to
the switching on schemes of the eNBs. In [5], an algorithm to
switch on the eNB based on the location information of eNB
and user equipments (UEs) when its load is larger than a fixed
threshold is proposed. Further, in hexagonal and Manhattan
model networks, dynamic BS switching strategies relying on a
simple analytical model [6] for saving the energy
consumption have been introduced [7]. And, considering the
difference between traffic load of day-time and night, the load
threshold is set dynamically and a distributed eNBs switching
off/on algorithm is proposed in [8], and whether an eNB will
switch off/on is decided by its neighbours based on its load
impact factor. In addition, the scheme in [8] has been
employed for macro/macro, macro/micro, macro/femto-cells
are proposed in [9-11]). However, these algorithms are
usually with high complexity since the traffic load changes
dynamically and how to make good use of the historical traffic
load of eNBs to select the switching-off eNB fast are not
considered. Meanwhile, how to estimate the load impact on
the adjacent eNBs accurately and quickly considering
distance, number of eNBs, real time load is lacking.

In this paper, a practical algorithm for network energy
saving for the real LTE cellular network in dense urban
commercial area is proposed. Based on the joint analysis of
historical and real-time eNB load, a low complexity eNB
switching-off scheme with a centralized entity is adopted and
the switching-on scheme for sleeping eNBs is implemented
by the active eNBs in a distributed way.

The rest of the paper is organized as following: In Section
11, the system model is introduced. In section 11, the practical
and fast eNBs switching-off/on energy saving algorithm
(PFSES) is proposed. Simulation results are given in Section
IV, and the paper is concluded in Section V.

II. SYSTEM MODEL

A. Network Model

A real LTE cellular network in dense urban areas is chosen
and the layout of eNBs in the 1km % 1km area is shown in Fig.
2. Usually, the distance between macro-eNB sites is more
than 500m, and the coverage and capacity for UEs can be well
guaranteed [12]. As can be seen in Fig. 2, there are 13 eNBs in
the 1km’ area, and for each eNB, the neighbour eNBs can be
found within 500m. Some eNBs will be switched off for better
energy saving as its coverage and capacity can be guaranteed
by its neighbour eNBs. The cell boundary of each eNB is

obtained by Voronoi diagram through the Perpendicular
Bisector Delaunay (PBD) method [13], [14], as shown in Fig.
2 by solid line.

1000

s, PsC ] {{,Zd ’AeNBs

32 A
,S
800 S,

:bjj . /
600 ,02 31_
b =2 \ )

Y-distance [m]

400
: "
200 — \ s .
0

0 200 400 600 800
X-distance [m]

1000

Fig. 2. The eNBs layout in a dense urban area and the Voronoi diagrams for
eNBs in solid line and an example for illustrating the effect of switching-off
an eNB

B. System Load
According to the Shannon theorem, the achievable rate for
user & in eNB b is:

R, = BW -log,(1+SINR, ) [bps] (1)
where BW denotes the system bandwidth; SINR,; is the
received signal to interference and noise ratio (SINR) of user
k in eNB b:

FG,,
z PiGi,k +o’

. pon
ieBy,;

SINR,, = [dB] )

where P, is the transmit power of eNB b, and G, is the
channel gain between eNB b and user & including the path loss
and log-normal shadowing, where ¢° is the noise power.

According to [14], traffic load for each user £ served by the
eNB b with the rate requirement 7 is defined as

P z[rk/Rb,k—‘/Nb (3)
where [ x| is the minimum integer lager than x, and

(rk /Ry, —i is the number of TFRB allocated by eNB to user £,
and N, is the total number per second in TFRB of eNB.

C. Energy Consumption Model
The total input power P, of eNB b is

o P +Ap, L P™, 0<L, <1
bty =

where P, represents the minimal RF output power when
the eNB is idling, P; is the minimum system power
consumption when the eNB is sleeping, A p, refers to the
power amplifier efficiency, L, is the load of eNB b, and P, is
the maximum transmit power. Parameters of an energy
consumption model for macro-eNBs are listed in Table I.

In order to formulate the energy efficiency optimization
problem, a variable x; is defined to represent whether the K"
user is served by the eNB b.

Copyright © 2017 GiRI (Global IT Research Institute)
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. {1, user k is served by eNB b 5)
"0, otherwise
An activity indicator ay(t) is introduced to represent
whether the eNB b is sleeping or working.
a0 = {:),, bis working (6)
Then the RF energy consumption for user , and circuit
energy consumption of eNB b are:

b is sleeping

P =3 3 x, BY @
keK beB T
PCircuit _ sz (ab (t)PbO + (] —a, (t))PbS) (8)
c

Then for an eNB, the total energy consumption is given by:
E,(T)= [ B'a,(t)dt
teT , . (9)
= [ [(B +p, L, B )a, () + B (1—a, (t)) it

teT

The total energy consumption in this area is computed as :

Ey(T) =) E,(T) a

beB
0)
where B denotes the set of all eNBs.
Therefore, the energy saving ratio is defined as:
£y (T)

Ratio,g =1- 5 (11)
> [ (B +ap, LBt
beB jeT
TABLE 1
EARTH ENERGY CONSUMPTION MODEL PARAMETERS CONFIGURATION
PY(W) Ap P(W) PS(W)
40.00 14.20 780.00 450.00

III. PFSES ALGORITHM

In this section, a practical algorithm for eNB
switching-off/on in dense urban commercial area is proposed.
The algorithm consists of three parts: the pre-selection rule
for switching-off eNB based on historical load record and real
time load; the decision for switching-off eNB based on fast
load prediction and its effect on system load and energy
consumption; the eNB switching-on by neighbour eNBs.

A. Pre-selection of Switching-off eNB

It is found that the varying tendency of traffic load of each
eNB is similar for all weeks. Hence history data can be used
for designing the algorithm.

Firstly, the eNBs are ranked by the total load from small to
big in a time window, and an execution order list L is
generated initially in a central control entity. Then the eNB b
for switching-off is selected by:

b=argminy > p (1) (12)

tel ked,

Secondly, for an eNB b, if both real-time load and

historical load in the same period are decreasing and smaller

than the system switching—off load threshold p*, the variation

in system load and energy consumption assuming
switching-off it should be evaluated. If the historical load is
larger than p‘”f, then this eNB b turns to a waiting list Lyyaj.
The target switching-off eNB b is selected according to the
list Ly firstly in next time window. The detailed

pre-selection rule is concluded as follow:

Pre-selection rule:

Initializing: an execution order list L is generated;
1: ForeNB b
2: If Atraffic/ At <0

3: If total _traffic,,, < pQ[)“;
4: If total _traffic,,,, < p” ;
5

Estimate the variation of system load and energy
consumption assuming switching-off it;

6: Else the eNB b turns to a waiting list L,y,; for the next
time window, and turn to step 1;

7: End if

8 Else turn to step 1;

9: End if

10: Else turn to step 1;

11: End if

12: In next time window, the eNB b is selected according to
the list Lyyaj firstly;
13: If Atraffic/ At <0

14: If l‘Otal — trc.lﬁicnext7 window < IOU// 5

15: Estimate the variation of system load and energy
consumption after switching-off it;

16: End if

17: Else turn to step 12;

18: End if

19: Else turn to step 12;

20: End if

B. Decision for Switching-off eNB

When the eNB 5 is switched off, as the UEs in it should
handover to the adjacent eNBs, the adjacent eNBs need to
serve the UEs in its own coverage area and guarantee the QoS
requirements for the UEs handing over from the eNB 5. The
eNB b4 is bound to have an increasing effect on traffic load of
other eNBs. Another system load threshold, p‘w”"c}’, and the
additional load caused by the switching-off eNB Ap are
introduced. If the predicted load of neighbor eNBs assuming
switching off eNB b is less than p™"”", and the whole energy
consumption predicted by (7) is lowered, eNB b will switch
off. Then eNB b and its adjacent eNBs should be removed
from the execution order list L. This makes sure that only one
of the eNB and its neighbour eNBs could be switched off
simultaneously, preventing the users from the ping-pong
effect caused by switching-off/on the eNBs frequently. The
decision rule is concluded as follow:

Thus how to estimate the A p quickly and accurately
becomes the key point in the decision rule. 4 p is usually
estimated by analyzing the traffic load for each UE which
hand over to the other eNB in many practical networks [15].
However, on the one hand, the computational complexity for
every UE is very high and increases with the numbers of UEs.
On the other hand, it is impossible to get the information
including the position and dynamic load of each UE
accurately, and only the load of an eNB can be collected as
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shown in Fig. 1. So estimation of the 4 p by the load of eNBs
directly is an effective way.

Decision for switching-off rule:

1: For the eNB b selected by Pre-selection rule;
switch

2:If pbinel.+Ap<p ;
31 ) UM< UM

be(B-by ) beB
4 the eNB b switches-off, update the list L;
5:  Else turn to Pre-selection rule;
6 End if
7: Else turn to Pre-selection rule;
8: End if

more than p™"" the last switched off neighbor eNB is
informed to switch on. If the historical load is less than p™*"",
another system load threshold p” is introduced. If the
real-time load of an active eNB is increasing over p” latter,
the last switched-off eNB will be waken up. The detailed
decision for switching-on rule is concluded as follow:

Decision for switching-on rule:

Firstly, the traffic load of the eNB b; within the coverage
area S; is assumed to be subject to uniform distribution,
namely:

@)=L
S(L,) = & (13)

Secondly, when the eNB b; is switching off, its coverage
area will be covered by neighbor eNBs with no coverage hole

defined as:
Si = z SHJ
J=bei

where S;_,; describes the additional coverage area caused by
the switching-off eNB b; using PBD method.

Thirdly, a traffic load conversion coefficient, Cjyuq,
describing the ratio of the load caused by the UEs in coverage
S; after switching-off eNB b; to the original load is defined as:

L
2Ly,
bnw

L,
where L;;_,; is the load of the UEs in S; served by neighbour
eNB bnei~

Then the additional load A p is estimated as:
pi ><‘Svi—>j XCload

S

i

(14)

Cload = (15)

Ap,,; = (16)

In Fig. 2, a pictorial example is given to illustrate how to
estimate the traffic load when an eNB is switched off. As can
be seen, when the eNB b; with a coverage area S; and traffic
load p;=c is selected to switch off, its load may bring positive
impact on the adjacent eNBs b,, b,, b,. Its coverage area will
be separated by b,, b,, b,by PBD method too, as:

S,=8,+5 ,+5, ., (17)
So the additional load for b; is computed as:
Ap, ,, =cxS, XCload/S3 (18)

C. Decision for Switching-on eNB

If the network traffic increases, there would be a need to
switch on some of dormant eNBs. However, the dormant eNB
can’t switch on by itself as it has no information about the
current system load. Thus, it should be inspired by active
eNBs. Active BSs exchange traffic load information over the
interface between them (X2 interface in LTE) during normal
network operation in a distributed manner.

Once both real-time load and historical load in the same
period of an active eNB is in an increasing tendency and is

1: For the active eNB;
2: If Atraffic/ At >0;

3:  If total _traffic,,, > p™"";

4 If total _traffic,,,, > p™"";

5 the switching-off neighbor eNB b switches-on;
6: Else if total _traffic,,, > p™ in a period of time;
7 the switching-off neighbor eNB b switches-on;
8: End if

9: End if

10: End if

11: End if

The complexity of the proposed PESE algorithm is only B
and it is much less than optimal exhaustive research algorithm
what requires a B* computational complexity [16].

IV. SIMULATION RESULTS AND ANALYSIS

A. Traffic load conversion coefficient
According to [17], the path loss model is:

PL=128.1+37.6log10(d,, /1000)+S [dB] ~ (19)

where djg is the distance between UE and the eNB in meter;
S is the shadow fading in dB.

By using the algorithms in our previous research [18-19]
for the real dense urban area shown in Fig. 2, sets of simulated
data of the total load in coverage S; before and after
switching-off eNB b, are obtained. Thus, Cj,, can be

computed as:
blh.’l
DIV

ke(b—b,,;)
C —

load ~— b
PV

keb

As the eNB load is random in the real network, the C,,,; is
also a random variable. Fig. 3 depicts the cumulative
distribution function (CDF) of C,,,, obtained by (17) under
the condition that the traffic load of eNB b, is over 0.2 to 0.25.
Then by using minimum mean square error (MMSE) method
to quantitative analyse the accuracy between the measurement
cumulative probability and the fit value, and the calculated
MSE value for the Nakagami distribution fit depicted in Fig. 3
is just 0.0253. It confirms that Nakagami distribution fits the
Cload well, and the statistic parameters of Cload are given in
Table 2. The mean value 5.98 indicates that it has a significant
impact on the neighbor eNBs in the real dense urban area.

(20)
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Fig.3. CDF and fitting Nakagami distribution of the traffic load switching
factor

Then in Fig. 4, the histogram describing the simulation
corresponding mean value of Cy,,, for different traffic load of
eNB b;is depicted. It is shown that Cy,,; declines slowly with
the increasing of site traffic load, what is indicating that while
experiencing a larger traffic load, eNB has a smaller impact
on the surrounding traffic after it is switched off. The equation
fitted by using the MMSE method, C,.=Kexp(-ap,),
describes the inverse relationship between C,,,,and p,. Fig. 4
also depicts the fit curves. The estimates of K and a are given
in Table II too.

989

traffic changes, Fig. 5 is the cumulative probability
distribution of the base station within a week. It shows that the
probability density is close to 1 while the load of the base
station is within 5%-70% of its peak, but which is close to 7
when the load is less than 5% of its peak, this is basically
reciprocal with the probability density above 70% peak load
time. The detail values are presented in Table III. From the
table, it is shown that during weekdays, about 33.2 percent of
the time the traffic is less than 10 percent of the peak, while
only 5.1 percent of the time the traffic is more than 70 percent
of the peak. Meanwhile during the weekend the low traffic
load period increases to 43.7 percent of the time and the high
traffic load period declines to 4.0 percent of the time.

1
0.8
=
3
[
< 06
o
2
S 04
>
S
=]
o
0.2
—S—Normalized traffic load data
O0 0.r2 0.r4 0.r6 0.r8 1
Normalized traffic load
Fig. 5. CDF of Cpau
TABLE III
ANALYSIS OF TRAFFIC LOAD PROFILES FOR THE TYPICAL ENB DURING A
WEEK
Below x percent traffic load peak Over x percent traffic load peak
Threshold| 5% 10% 20% 30% | 70% 80% 90% 95%
Weekday [31.2% 33.2% 43.5% 53.6%| 5.1% 3.4% 2.6% 0.25%
Weekend [39.8% 43.7% 54.5% 64.3%| 4.0% 2.6% 1.8% 0.16%
Avarage (33.3% 36.3% 46.4% 56.5%| 4.8% 3.2% 2.4% 0.2%

7 - :
-=- Exponential Fit
- P b vS. Cluud
6.5
y | Vg
ot 6 S
5.5
3 0.1 0.2 0.3 0.4
. 2 O .
Fig. 4. Fit curve of Cjoaq Vs. py,
TABLE I
STATISTICAL VALUES OF C0,» AND FIT CURVE
Mean variance mu omega
Nakagami distribution 5.98 3.10 2.99 38.93
K a
Exponential Fit 6.25 0.1746

B. Energy saving results and analysis

Initially, the values of p?, p™™" and p*" should be set
appropriately in simulations. On one hand, with a low p%
value, eNBs operate in a conservative manner with a low
system load on average. In this case, the UEs would
experience less delay and call dropping probability, as the
eNBs are more robust to the burst traffic arrivals. On the other
hand, with p™™" and p™ value close to one, more energy
saving could be achieved at the cost of slight performance
degradation. Based on the traffic load profiles shown in Fig. 1,
the percentage of time that the traffic is below and over
different percent of week peak during weekdays and
weekends is acquired. We made statistics on a week of the

o
=1

o
=3

3
=3

=
=3

=
=

Energy Consumption

Fig. 6. Energy saving ratio for a week

Hence, in the initial simulation, the threshold values is set
at 0.7, 0.8, and 0.3, for p™"", p” and p*. Fig. 6 shows that by
using PFSES algorithm 8.1% energy saving of the network
can be achieved for wednesday when energy consumption is
the most in a week, while about up to 19.6% energy saving for
sunday when the energy consumption is the lowest in a week,
by researching all the real traffic profiles of eNBs as shown in
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Fig. 2. The overall analysis of weekday and weekend shows
that about 12.8% and 18% energy saving of the network can
be achieved respectively.
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Fig. 7. Energy saving ratio for fix interval between p

switch on

and p

Then, the energy saving ratio during a week is studied for
couples of p™"" and p™ with fixed interval between them,

varying the p*/ from 0.1 to 0.8. The results are shown in Fig. 7.

It can be clearly seen that the energy saving ratio increases as
p° increases. The limit and maximum value is about 19.6%
when the p? is larger than about 0.5. Moreover, for the same
7 with the rising p™"" and p", the energy saving ratio
increased slightly, e.g., the maximum energy saving ratio is
about 18.0% when p™"" is 0.6, and nearly 19.6% when p™*""
is 0.8. As only 4.8% of the time is more than 70 percent of the

switch -

peak, the energy saving ratio is similar when p is over 0.8.
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Fig. 8. Energy saving ratio for varying intervals between p and p™

Further, the energy saving ratio is analysed with varied
intervals between p™"" and p*". In the research, p™"" is fixed
at 0.7 and p”" increases from 0.75 to 0.95 stepping by 0.05.
From the results depicted in Fig. 8, on the one hand, the
energy saving ratio is improving with the increasing p”" when
p°7 is the same value. On the other hand, the energy saving
ratio improves obvious when p? is higher, (e.g. the energy
saving ratio is 23.52% when p' is 0.95 what is about 4.16%
more than the condition when p?is 0.7). It concludes that the
higher p?is, the more load is charged with the active eNBs
adequately. To join the three parameters p? | p™""and p™" ,
Fig. 9 describes the energy saving effect. It is found that the
effect of energy saving has some limit.
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Fig. 10. The maximum number of switching-off eNBs simultaneously

Finally, Fig. 10 shows the maximum number of
switching-off eNBs simultaneously with the minimum traffic
load of the active eNB for the research area shown in Fig. 2. In
this study, the value of p*/ is set as the minimum load of active
eNBs in the area. It is shown that the maximum number of the
switching off eNBs simultaneously increases as the min load
of the active eNB falls down. And when p*"" rises, the load
of minimum active eNBs increases too, (e.g. when p™"" is set
at 0.8, the minimum load value for the active eNBs is 0.66).
And in the area, owing to the location deployment of eNBs,
the maximum switching-off eNBS number is 5 among 13
eNBs. It means that even in the night time, in order to ensure
the capacity and coverage of the network, maximum 5 eNBs
can be switched-off at the same time.

V. CONCLUSIONS

This paper is proposed a low-complexity practical energy
saving algorithm by switching off/on some eNBs considering
the historical and real-time load of eNB. The eNBs are ranked
according to its loads in an ascending order with a central
controller and first eNB in the list with load decreasing and
smaller than p% is pre-selected as target switching off eNB.
The effect of the target switching off eNB on neighbour eNs is
evaluated by C,,,, conveniently. The eNB switches-off while
the load of neighbour eNBs assuming switching-off an eNB is
lower than p™"". As only 4.8% of the time is more than 70
percent of the peak, the energy saving ratio is similar when

ieh is over 0.8. The switching-off eNBs is switched on
inspiring by the active eNBs in a distributed way. According

Copyright © 2017 GiRI (Global IT Research Institute)



ICACT Transactions on Advanced Communications Technology (TACT) Vol. 6, Issue 2, March 2017 991

to the changes of eNB load within a week, the cumulative
probability distribution of normalized load is analyzed, and
the eNB load threshold of different periods is evaluated, and
by varying different load thresholds, the simulation results
show that the proposed energy saving scheme has a good
performance in the urban commercial area. Simulations also
show that the proposed PFSES algorithm can reduce the
network energy consumption with a low complexity.
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Abstract—A content delivery network (CDN), as a distributed
network architecture, enhances efficient delivery of content. The
interconnection of different CDNs (CDNi) further improves
efficiency and the experience of end users. As another
distributed network with high availability and high
performance, a peer-to-peer (P2P) network can provide efficient
resource sharing. To combine the advantages of the two
networks, we propose a hybrid CDNi-P2P architecture, along
with trust management models to achieve more efficient content
delivery. In CDNi-P2P architecture, end users can obtain the
requested content from the nearest CDN edge server, and can
also share these contents with other users in the same domain as
a P2P network. After the transactions, users can rate each other
based on the reputation evaluation method adopted in the
system. For some mobile users, they can move among different
domains and share the contents who have with the end users in
different system. In general, different systems adopt different
reputation evaluation standards. This leads to disparate trust
values for mobile users in different systems. Based on the
architecture, we propose two trust models to solve this problem:
a local trust model and a cross-domain trust model. To evaluate
reputation more effectively and accurately, we also propose a
search algorithm for the trust model called the non-redundant
indirect trust search algorithm (NRIT-SA). Using the proposed
trust models, a mobile user can transform his/her local trust into
mobile trust in a new domain. We thus avoid disparate trust
values for a single user in different domains and improve the
availability of the content possessed by mobile users as they
move among different domains. The result of the performance
analysis shows that when there is a high connectivity degree of
users in the system, the calculation time of the proposed NRIT-
SA tends to be stable. And depending on the comparison result
with the full search algorithm, NRIT-SA shows more efficient
calculation performance and more reliable result.

Keyword—CDNi,
Evaluation, Trust

Cross Domain, Mobile, Reputation

Manuscript received on November 25, 2016. This work was
supported by the National Research Foundation of Korea (NRF) grant
funded by the Korea government (MSIP) (2016R1A2B4015899), and a
follow-up the invited journal to the outstanding paper of the 19%
International Conference on Advanced Communication Technology
(ICACT 2017). 1t is also partially supported by the State Scholarship
Fund organized by the China Scholarship Council (CSC).

Shi Li is with the Computer Science and Engineering Department,
Ewha Womans University, Seoul, 03760 Korea (e-mail: lishilll6@
ewhain.net).

Inshil Doh is with the Computer Science and Engineering
Department, Ewha Womans University, Seoul, 03760 Korea (e-mail:
isdohl@ewha.ac kr).

Kijoon Chae is with the Computer Science and Engineering
Department, Ewha Womans University, Seoul, 03760 Korea. He is the
corresponding author of this paper. (Corresponding author phone: +82-
2-3277-2370; fax: +82-2-3277-3506; e-mail: kjchaec@ewha.ac.kr).

I. INTRODUCTION

WO major technologies provide large-scale video

streaming over the Internet: content delivery networks
(CDNs) and peer-to-peer (P2P) networks. Both of them can
distribute content with high availability and high performance.
With CDNs, an origin server distributes content to cache
servers (edge servers) located close to end users, resulting in
fast, reliable applications and Web services for users [1].
There are many commercial CDN companies: Akamai,
AT&T, NTT Communication, Limelight, Mirror Image,
Level 3, etc. In practice, it is extremely expensive to deploy
and maintain CDN servers, so CDN architectures do not
benefit from high scalability. On the other hand, P2P
networks can be highly scalable because of their low start-up
costs and because they rely on peers instead of dedicated and
expensive servers. The complementary advantages of CDN
and P2P networks allow their combination into a hybrid
CDN-P2P architecture that creates a distribution system with
higher scalability and reliability than either kind of network
alone [2], [3].

Content delivery network interconnection (CDNi) is a new
interactive network infrastructure that allows information and
content to be transmitted between different CDNs through
specific interfaces. CDNi provides all of the benefits of CDN
and also has some unique characteristics. In CDNi, end users
do not need to register at all CDN providers to obtain content
from different content service providers (CSPs). When
requested content is not cached in any edge server of the
registered CDN, the end-user’s request will be redirected to
other CDNs to capture the content through the interfaces
among them. (CDNi requires the specification of interfaces
and mechanisms to address issues such as request routing,
distribution metadata exchange, and log in information
exchange across CDNs [4].) As a result, content can be
delivered via a CDN chain and transmitted to end users by the
closest CDN. CDNi thus uses two categories of CDNs: the
one that caches content from a CSP is called the upstream
CDN (uCDN), and the one that delivers content directly to an
end user is called the downstream CDN (dCDN).

To deliver content more efficiently, we combine CDNi and
P2P architectures into a hybrid CDNi-P2P network that
combines the advantages of both, which can be found in our
previous research as well [11]. Based on the the hybrid CDNi-
P2P architecture, end-users could receive content from the
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closest edger server of the dCDN with which they are
registered and from peers in the same domain.

In a hybrid CDNi-P2P network, all the end users, as peers,
are both consumers and providers. When an end-user requests
content from a peer, some users might be honest and provide
accurate content received from the edge server of a dCDN,
others might be self-serving and unwilling to provide content
to peers, and still others might be malicious and provide false
or harmful content [5]. A trust model provides a way to
generate trust based on a peer’s history of behavior [6]-[10].
A larger trust value indicates a higher probability of providing
accurate content. Meanwhile, some mobile peers move
among different systems or domains. From a reputation-
estimation point of view, they need to develop a trust value in
each P2P system. In general, different P2P systems and
domains adopt different trust models and reputation
evaluation standards that lead to disparate trust values for a
single peer in different domains, even if that user always has
the same performance. Most research on existing reputation
systems focuses on the trust model of a single system or
domain. Creating a cross-domain trust model has never been
considered. Therefore, in this paper, we propose a cross-
domain trust model for a hybrid CDNi-P2P network. And
based on this cross-domain trust model, a non-redundant
indirect trust search algorithm is proposed in this paper as
well, which can be used to calculate the local trust degree
more efficiently and more reliably.

The rest of this paper is organized as follows: we introduce
our local trust model in Section 2 and propose our hybrid
CDNi-P2P architecture and cross-domain trust model in
Section 3. And the performance analysis and conclusion are
in Section 4 and Section 5, respectively.

II. PROPOSED LOCAL TRUST MODEL

A cross-domain trust model presupposes a relative
reputation evaluation for each participant in a local system,
which can indicate the reliability of each individual
participant. In this section, we propose a local trust model to
generate a relative reputation value for each participant
according to the different reputation evaluation standards
currently used by local systems.

A. Trust Value and Trust Degree

Existing online reputation systems and research use two
main approaches to evaluate a participant’s reputation within
a specific network. In the first approach, the ratings for both
the service receiver and provider are given via a bi-directional
or one-directional rating after each transaction. The rating
could take the form of reputation scores, feedback ratings,
positive feedback rates, etc. The overall reputation of a
participant is the sum of those ratings and is called that user’s
trust value, denoted by v. Online reputation systems that use
this approach are the online auction system eBay, Amazon,
and Alibaba. Generally, the trust value is an integer equal to
or greater than zero that is public to all system participants;
other participants can decide whether to trust a participant
based on this trust value. In the second approach, both the
service receiver and provider can rate each other after a
transaction, and they calculate the frust degree to the others
[6-10]. The trust degree is a value between 0 and 1, denoted
by d. For example, when there are two participants 7 and j, i

can rate j after each transaction, and the trust degree of i
trusting j (denoted by dj) is the ratio of positive ratings. The
relations among those evaluations can be illustrated by a
graph called a reputation evaluation diagram.

B. Local Trust Model

The objective of a local trust model is to calculate the
relative reputation degree (local trust degree) of each
participant in a local system using a value between 0 and 1.
According to the two approaches explained above, we
propose two methods to calculate the local trust degree of an
individual participant. Fig. 1 illustrates the two types of
reputation systems: the frust value reputation system and the
trust degree reputation system.

62

25 e
&

G 70
(a) (b)

Fig. 1. (a) Trust value reputation system. (b) Trust degree reputation system.

1) Trust Value Reputation System

We assume there are n participants in the system, and each
participant i, here i€(1, n), has a trust value v; which is derived
from the ratings given by other participants after the
transactions in a trust value based reputation system. Thus,

the local trust degree of i can be calculated as follows:
v.
local d; = o — €Y
maxje(lln) 1.7]'

Here, local d; is a value between 0 and 1 that indicates the
ranking of i's trust value in the system. Thus, as shown in Fig.
1 (a), the local trust degree of D local dp is 0.7 according to
equation (1).

2) Trust Degree Reputation System

To calculate the local trust degree of participant ;j in trust
degree reputation system, we first need to obtain the trust
degrees of all the other participants trusting in j, i.e., we need
all dy, i € (1, n), which can be calculated as follows:

n

dy = Y dydy @

k=1k=ik#j

Equation (2) is a recursive equation used in computing dix
or diy. In Fig. 1 (b), dsp can be calculated as dspxdpp +
dsc*dcp, and dcp can be calculated as depXdap, i.€., dap =
dapXdpp + dacXdcepXdpp = dapxdpp + dap*dpp. In other words,
there are two ways to calculate dp: one results in the direct
trust degree, and the other in the indirect trust degree.
However, in a reputation evaluation system, direct trust will
be more reliable than indirect trust. Thus, if a trust degree can
be calculated both ways (direct and indirect), the direct way
will be selected. In this case, we use only the direct trust
degree to calculate dp, whose result is 0.1. Similarly, we can
calculate dgp and dcp as 0.5 and 0.45 respectively.

However, in a realistic reputation system, a large number
of peers can communicate and rate one another; thus, a
realistic reputation evaluation diagram is huge and
complicated. There are many different paths from one peer to
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P,=P-{A}

P2=P1'{B,C1D}
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Ps=Ps-{G}
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Ng=@ NgnJ=@

Fig. 3. The calculation process of the trust degree from p, to p; using NRIT-SA.

another, which makes it difficult to select a direct trust way
among them. Moreover, the reputation evaluation diagram
will contain some cycles, as shown in Fig. 2, which is a
difficult issue for the indirect trust degree calculation, and
most research has excluded it from consideration. In this
paper, we propose an algorithm to calculate the indirect trust
degree by considering the cycles and excluding redundancies
when there is direct trust. We call it the non-redundant
indirect trust search algorithm (NRIT-SA).

Fig. 2. Reputation evaluation diagram.

We assume that a P2P evaluation system contains # peers,
and each peer k can be considered as a point in the reputation
evaluation diagram, which is denoted py, k € (1, n). If peer k
evaluates peer / after a transaction between them, an arrow is
generated from & to / in the diagram, denoted arry ;. Thus, the
reputation evaluation diagram composed of the point set P =
{pi}, k € (1, n), and the arrow set ARR = {arr; | k,j € (1, n)
and k # j}. V pr € P, 3 P, which is a set of points that p, can
indicate in the reputation evaluation diagram. As shown in
Fig. 2, P’ = {pu, pE, pr}. Moreover, if Py’ = @, there is no
point that p; can indicate.

NRIT-SA is a breadth first search algorithm that does not
search for the shortest path from source to destination. Its
objective is to calculate the indirect trust degree using as
much direct evaluation of others as possible. The reputation

evaluation diagram shown in Fig. 2 is based on a trust degree
reputation system. To calculate the indirect trust degree from
pa to ps based on equation (2) and exclude redundant and
cyclic evaluations, the NRIT-SA algorithm can search the
indirect evaluation paths, as shown in Fig. 3.

Step 1: First, as a source point, p4 should select a set of
points as its next step, denoted V4. As shown in Fig. 2, a point
set P4’ contains all the points that p4 can indicate, here P4’ =
{ps, pc, pp}. To avoid a redundant path, p4 should remove
itself from the available point set P and generate a new point
set P; = P-{p,} that can be used instead of P in the next step.
Then, the next step point set of p4 can be calculated as N4 =
PinPy = {ps, pc, pp}. NRIT-SA will move to each of the
next step points of p4 to continue. If there is a p; € N, as the
destination point, then there is a direct evaluation from the
source to the destination peer, and the algorithm is complete
because there is no need to calculate the indirect trust degree.

Step 2: To avoid a redundant path, the available point set
P; should remove each point p; that belongs to set N, (i.e., p;
€ N,) to generate the newly available point set P». In this case,
P; = P;-{ps, pc, pp}. ¥ p: € N4 will calculate its next step
point set by N; = P>.nP;. If N; = @, there is no point that p;
can indicate, and the search from p; will be stopped. And if
Ninp; = @ (here p, indicates the destination point), a direct
trust way has already been found in the previous step p; to the
destination point, so the search from p; will be stopped. If V;
= py, then the path from the source to the destination should
be recorded as one of the NRIT paths. For the other cases of
N;, NRIT-SA will move to each of the next step points of p;
and repeat the similar process in Step 2.

After finding all of the NRIT paths from a source point to
a specific destination using NRIT-SA, the trust degree from
the source point to the destination can be calculated using
Equation (2). In the example shown in Fig. 3, the trust degree
d4s can be calculated using all the NRIT paths: d4gxdss +
dacxdcpxdpr<dyy  +  dacxder<dry +  dap*dppxde<dy +
dADXdDGXdGFXdFJ + dADXdDGXdG[Xd[J. Similarly, we can also
calculate the trust degrees from all the other points to this
destination. According to the trust degrees of j given by all
the other participants in the system, the local trust degree of
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participant j can be calculated as follows:
noood
local d L= M 3
Ly — (3
Here, n indicates the number of participant peers in the
system, and local d;is a value between 0 and 1 that represents
the average trust ranking for peer j based on the ratings given

by all the other participants in the system.

III. PROPOSED CROSS-DOMAIN TRUST MODEL FOR HYBRID
CDNI-P2P NETWORK

From a reputation estimation point of view, mobile peers
who move among different systems or domains need trust
values in each P2P system. In general, different P2P systems
or domains adopt different trust models and reputation
evaluation standards. That leads to disparate trust values for
a single peer in different domains, even if the user always
offers the same performance. In this section, we propose a
cross-domain trust model for a mobile peer in a hybrid CDNi-
P2P network.

A. Hybrid CDNi-P2P Network Architecture
Our proposed hybrid CDNi-P2P network architecture is

shown in Fig. 4. The architecture contains two types of CDNs:

uCDNs and dCDNs. Content provided by CSPs is stored only
in the edge servers of the uCDNs. For an end user u; who can
only obtain service directly from dCDN-A (i.e., the end user
u; registers at dCDN-A), if u; sends a content request to the
origin server, the content will be delivered from the uCDN to
dCDN-A and then transmitted to the end-user through the
closet edge server of dCDN-A. If another end-user from the
same domain also wants to obtain this content, s/he can get
the content directly from u;. In this situation, each CDN can
act as an uCDN and dCDN simultaneously based on the
content requested by the end-user.

B. Cross-Domain Trust Model

"""""""" + Movement
D s + Communication and evaluation
(o End user peer

Content Service Provider
(Origin server)

Edge server

End user P2P network e

Fig. 4. Hybrid CDNi-P2P network architecture.

In Fig. 4, a mobile end user peer (the red solid point) can
move between uCDN and dCDN domains. Some mobile
peers with high trust values in one P2P domain could have
their trust values initialized based on the trust model used in
a new domain when they move because they are new-comers
to the new domain. This will lead to a waste of resources,
because other peers are unwilling to obtain content from a
new peer. The mobile peer must wait a long time to

accumulate trust in the new domain.

We assume that the uCDN and dCDN can also rate each
other after each transaction between them, and that their
evaluation method is based on the trust degree reputation
system described in Section 2. We denote the two CDNs as
CDN; and CDN, respectively. The trust degree that CDN;
gives CDN, is dg)N, and the trust degree that CDN, gives
CDN; is dg2N. When a mobile user u,, would like to move
from CDN; to CDN,, u,, will send a mobile request message
to CDN; in order to obtain the individual local trust degree
from CDN, where u,, registered before. Because CDN, could
collect the trust information of all users located in its domain
periodically, it can calculate a fair and credible local trust
degree for each user. After receiving the mobile request
message, CDN, will calculate the local trust degree of u,,

indicated as local_dgiN" by using the local trust model

proposed above, and deliver local_dﬁZN" to CDN,. If it is the

first time for mobile user u, to move from CDN, to CDN,
domain, the mobile trust degree of u, can be calculated by

CDN, as follows:
B CDN,—CDN. CDN.

mobile d, " 7 = local_d, * x di2N  (4)

Here, it should be noted that the trust degree between
CDNs indicates how CDN, rates CDN. If u,, already has a
trust value (or trust degree) in CDN,, it is used continuously.
If CDN, is a trust value reputation system and the number
of total participants is ¢, the mobile trust degree of u,, can be

transformed to the trust value in CDN,, as follows.

DN.

CDN,—CDN. C
T X maxieany 7 (5)

EDNy = mobile_d
m m
And if CDN, is a trust degree reputation system, the mobile
trust degree of u,, can be the trust degree in CDN,, for all other

participants.

D > Movement ;
S -+ Communication & evaluation
End user peer ‘

Fig. 5. A mobile user movement scenario.

In the new domain CDN,, the mobile user u,, can register
at CDN, and receive contents from CDN,, then share the
contents with other users in the new domain. And the

calculated trust value or trust degree which is derived from
CDNy—CDN,,
Um

value to all the other users located in CDN,. And it can be

mobile_d will be used as the initial evaluation
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updated depending on the ratings given by the other users
after transactions.

Moreover, there are some special cases during the mobile
user moves among CDNs in this CDNi-P2P hybrid network,
which are listed as follows. Depending on these cases, we will
discuss the different applications of proposed cross-domain
trust model. First, we need to define some terminologies.
Take the figure shown in Fig. 5 as a scenario, a mobile user
located in CDN; moves to CDN, domain, later, this user
leaves CDN, and moves to another CDN. domain. In this
scenario, CDN,, CDN,, CDN. are called original CDN,
intermediate CDN and destination CDN, respectively.

1) No transaction with destination CDN

In this case, the destination CDN has never exchanged
contents with the original/intermediate CDN before, thus
there is no direct evaluation between these two CDNs. In
order to calculate the mobile trust degree of user as shown in
Equation (4), the destination CDN will ask its internet service
provider (ISP), which can be considered as the manager of
CDN, for the indirect evaluation to the original/intermediate
CDN. And by using the proposed NRIT search algorithm, the
ISP can generate the indirect trust degree that destination
CDN trusts in other CDNs. Depending on it, the destination
CDN can calculate the mobile trust degree of the mobile user.

2) No transaction with other users in intermediate CDN

If the mobile user does not communicate with any other
users in the new domain, its trust value or trust degree will
not be changed. When s/he moves to another domain called
CDN., s/he does not need to calculate the new local trust
degree in the intermediate CDN, domain. Instead, the local
trust degree calculated in the original CDN, domain can be
used, because there is not any new evaluation given by the
users in intermediate CDN,, and we believe that the local trust
degree calculated in the original CDN, is more credible which
is based on the actual transaction of this mobile user. Then,
the mobile trust degree of this user can be calculated
depending on the Equation (4), here dSPV is used as the trust
degree that CDN; trust in CDN,. And if there is no direct
transactions between CDN, and CDN., the method introduced
in the first case can be referred.

3) Trust value or Trust degree updated in intermediate CDN

If the mobile user communicates with other users and be
evaluated in the intermediate CDN, domain, the trust value or
trust degree will be updated. When s/he would like to move
to another domain called CDN., a new local trust degree in
CDN, needs to be calculated depending on the local trust
model proposed in this paper. And based on the Equation (4)
and this new local trust degree, another mobile trust degree
from CDN, to CDN:; can be computed, which will be used by
CDN: to generate the initial evaluation value of this mobile
user in the CDN: domain.

IV. PERFORMANCE ANALYSIS

In this section, we will analyse performance of the
proposed NRIT search algorithm, and compare it with one of
the most well-known search algorithms called full search
algorithm.

A. Calculation Time of NRIT-SA

Based on the proposed algorithm NRIT-SA, mobile users
can calculate their local trust degree which is mainly
dependent on the direct evaluations among users in the local
system. The proposed NRIT-SA can ecliminate all the
redundant indirect connections between two users, if there is
the direct evaluation between them. Because we believe the
fact that the direct evaluation is more trustworthy than the
indirect one. Moreover, for users who cannot provide the
direct evaluation to a specific user, i.e. these users have never
conduct a transaction before, the indirect evaluation from
others can also be used to generate the trust degree to the
specific user. Thus, the connectivity rate among users become
a significant determinant of the performance in NRIT-SA.

In this section, we will discuss the relationship between the
connectivity rate of users and the calculation time of the
proposed algorithm. First, we will give the definition of the
connectivity rate, here it is called connectivity degree, as
follows.

Definition 1 (Connectivity degree)
For a local system with n users, the connectivity degree can
be calculated by
Yiey By jei] direct dj
nn—1)

(6)

dconnectibity =

Here, direct dj; indicates the direct trust degree between
user u; and u;, which can be considered as the direct
connection between node u; and u; in Fig. 2. From the
definition, we know that the connectivity degree indicates the
percentage of real connections among users in a local system.
According to this definition, we will analyze the relationship
between the calculation time of proposed algorithm NRIT-
SA and the connectivity degree of users in a local system.

The tool we use to implement NRIT-SA is JDK 1.7.0_80,
and 3.60GHz processor with 64-bit OS. The connections
among users are randomly selected based on the connectivity
degree. For two specific user #; and u;, the time to calculate
the trust degree dj; based on NRIT-SA is shown in Fig. 6.

In Fig. 6, the calculation time indicates the average value
of processing time based on different connection topologies
which is randomly generated. From the figure, we can see that
the processing time of NRIT-SA increases along with the
growth of the number of users in the system. And when there
are 50 users, the longest calculation time is around 30s which
can be tolerant by an evaluation system, because the
calculation of trust degree dj; is used for generating the local
trust degree of mobile user #; which can be considered as an
offline value during a short period of time. The reason is that,
for user uj, its local trust degree local d; can be influenced by
the change of other trust degree between any two users in the
system, however, according to equation (2) and (3), this
influence is negligible small when there are large numbers of
users in the local system.

Moreover, from Fig. 6, we can see that, for different
number of users, the peak values of calculation time typically
appear around 20% of connectivity degree. And along with
the increase of connectivity degree, NRIT-SA processing
time decreases exponentially. When the connectivity degree
increases to 40%, all the calculation time is around Is.
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According to a well-known fact that the number of system
users will tend to be stabilized, the connectivity degree will
increase with time, thus the calculation time of proposed
algorithm can also tend to a small and stable value.
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Fig. 6. The calculation time of NRIT-SA based on different connectivity
degree of the n users.

B. Comparison with Full Search Algorithm

Moreover, as a well-known search algorithm, full search is
widely used in the search mechanism. And it is also employed
in some famous reputation evaluation systems. Then, we will
compare our NRIT-SA with the full search algorithm, and the
definition of the full search is as follows.

Definition 2 (Full search)

For each individual user j located in a system, the trust
degree of other users trust in user j is calculated only by the
Equation (2), i.e. the trust degree is contributed from both
direct trust degree and indirect trust degree.

The definition of full search implies that all users in the
system needs to participant in the calculation of trust degree
between any two users. In order to generate a new trust degree,
full search algorithm should refer to more indirect trust
degree. Thus, the full search algorithm will generate a larger
trust degree than our NRIT-SA, which cannot be regarded as
a more accurate result when compare with NRIT-SA, because
we believe that the direct trust degree is more trustworthy
than the indirect one during P2P communications. Meanwhile,
by using full search algorithm, it will take much more
calculation time to search for all paths from the source node
to the destination node. The comparison of the calculation
time between full search algorithm and the proposed NRIT-
SA is illustrated in Fig. 7 as follows.

Depending on the result shown in Fig. 6, we know that if
the connectivity degree is more than 40%, the calculation
time of NRIT-SA tend to be stable. Thus, the result illustrated
in Fig. 7 is based on the 40% connectivity degree of users in
the domain. From Fig. 7, we can see that the calculation time
of NRIT-SA is less and be stable along with the increase of
the number of users. However, the calculation time of full
search algorithm exponentially increase when the number of
users increases linearly. And even when there are only 15
users in the domain, the calculation time of full search

997

algorithm is almost around 23s, which is much more than the
time taken by the proposed NRIT-SA. Thus, depending on
the result shown above, our NRIT-SA is much more efficient
than the well-known full search algorithm.

——&—— Full search
._B._

NRIT search

The calculation time (s)

2
The number of users in a domain

Fig. 7. The comparison of calculation time between full search algorithm
and NRIT-SA when connectivity degree is 40%.

Moreover, because full search algorithm refers to more
trust degrees existed in the system than NRIT-SA, any change
of direct trust degree between two users will influence the
calculation result of indirect trust degree among other users
in the system. As an example shown in Fig. 8, we would like
to calculate the indirect trust degree that user A trust in user
D which is indicated as dp, and the trust degree between user
B and C is different in Fig. 8 (a) and (b). Thus, based on the
topology and the different values of dgc shown in Fig. 8 (a)
and (b), we will compare the influence on the calculation
result of dsp by using full search algorithm and NRIT-SA
separately.

(b)

Fig. 8. An example of trust degree changes between two users.

First, depending on the full search algorithm, the trust
degree that 4 trust in D, indicated as dfg”, can be calculated
as d}f’.f” = dap*dpp + dac*dcp*dpp + dac*dcp. And based on
this formula, the result of dﬂ’)‘” is 0.485 and 0.24 in Fig. 8 (a)
and (b) respectively. From these results, we know that the
change of trust degree dcp can lead to a distinct change of
dﬂ,‘”. Second, according to the proposed NRIT-SA, the trust
degree that user 4 trust in user D is indicated as d}'T, which
can be calculated as dﬁlng = dupXdpp *+ dac*dcp. And
depending on this formula, the values of d}X'T are the same
in Fig. 8 (a) and (b), which equal to 0.17. From the results
shown above, we can see that the change of trust degree dcp
will not impact the calculation result of d}§T. In other words,
for the calculation of indirect trust degree dyR'T, the trust
degree between user B and C is a uncorrelated value, which
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changes cannot influence the result of d}F'T. In reality, the

trust between two users should not be affected greatly by the
trust among any other users. In other words, it is undesirable
that the trust between two users is strongly correlated to some
uncorrelated trust values of others. As a result, depending on
the analysis above, it shows that the proposed NRIT-SA is
more conform to the reality than the full search algorithm.

V.CONCLUSION

In this paper, we propose a hybrid CDNi-P2P architecture,
an NRIT search algorithm, and two trust models: a local trust
model and a cross-domain trust model. Based on the proposed
NRIT-SA and trust models, a user can calculate his/her local
trust more effectively and accurately, and a mobile user can
transform his/her local trust into mobile trust that can be taken
to and used in a new domain. The proposed models can avoid
disparate trust values for a single user in different domains
and improve the availability of content possessed by mobile
users as they move among different domains. And from the
performance result, we know that the peak value of the
calculation time appears around 20% of connectivity degree,
and along with the increase of the connectivity degree, the
calculation time will decreases exponentially. And when the
connectivity degree is more than 40%, the calculation time
tends to be stable, which value is around 1s. From the
comparison result with the full search algorithm, we can see
that our NRIT-SA shows more efficient calculation
performance and more reliable indirect trust result. In the
future, we will research more available cross-domain trust
models for different network architectures.
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