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Abstract— Wireless Sensor Network (WSN) is a noticeable subject 
currently. There are many WSN applications including military 
control and environmental monitoring. In these applications, the 
security of data transmission is an important issue. Because sensor 
nodes are resource limited and they do not have fixed structure 
model, there needs an efficiently key distribution and management 
mechanisms to achieve secure communication. This paper proposes 
a scheme which uses an implicit security technique to distribute the 
encrypted key. Because most of operations are computed by the 
base station, this scheme can extend survival time of the network 
and it is very appropriate for WSN. 
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I. INTRODUCTION 
A Wireless Sensor Network (WSN) is constructed by a 

group of sensor nodes with characteristics of tiny shape, 
low-energy consumption and cheap cost. In general, sensor 
nodes are distributed in a certain area. Most of WSN has one 
or more base stations which may be a laptop or desktop 
computer and they have higher computing capability and 
bandwidth than other sensor nodes. After sensor nodes 
collect information from the environment, they deliver these 
data to the base station by multi-hop. Then the data will be 
operated or sent to client for analyzing. Because WSN does 
not need to pre-build infrastructures, it has wide range of 
applications involving military control, environmental 
monitoring, healthcare, home automation and other 
commercial applications [1]. 

When the routing protocol is initiated, the sensor nodes 
will build their routing paths. Data are delivered between 
nodes by following these routing paths until they arrive to 
the base station. Because data are transmitted through 
wireless communication, they might be eavesdropped or 
modified by malicious devices if not be protected. 
Unpredictable damages may be caused when the secret 
information is leaked [2]. For example, if the system is 
operated in the military tracking and the military information 
of transmission is leaked, it is dangerous for determine the 
situation of the battlefield. In the other hand, we consider the 
system is operated in the health care. If the personal private 
information (personal medical information) is intercepted, it 
will cause many social problems. For these reasons, ensure 
that the data can arrive to destination correctly and data 
validity in destination becomes an important issue [3][4].  

Modern networks use encryption techniques (especially 

for asymmetric encryption [5]) to protect the privacy and 
integrity of data. However, current asymmetric encryption 
methods usually require a large quantity of computations. Due 
to inherent characteristics of WSN, sensor nodes have a lot of 
limitations in storage, computing capability and bandwidth. 
These methods are inappropriate for WSN. Although 
symmetric encryption methods [6][7] are more appropriate for 
WSN, they need a key management protocol to distribute keys 
into nodes for providing the communication nodes a same 
session key.  

This paper proposes a scheme which used implicit security 
to partition the key to many parts. And then the base station 
assigns these key partitions to every nodes of the network. 
When a node wants to return the data to the base station, node 
will recreate these key partitions to an encrypted key and uses 
this key to encrypt the data. The scheme can reduce the 
overhead of computing and storage of nodes, hence it can save 
the time and the energy of encrypting data. The scheme is 
appropriate for WSN due to the scheme can extend survival 
time of the network. 

II. RELATED WORKS 
Because of the data of transmission between nodes may be 

eavesdropped, the data must be encrypted to ensure the security. 
Therefore, the scheme of key distribution has become the most 
important key. In general, there are three key distribution 
schemes: trusted-server scheme, public-key scheme and key 
pre-distribution scheme [8]. 

The key distribution and management of WSN may be 
subject to the following constraints [1]. 

Communication Security Constraints: Because of the 
energy, computing capability, bandwidth and storage 
constraints of sensor nodes, the public-key scheme that needs a 
large quantity of computations like RSA [9] is inappropriate for 
WSN [10][11]. In addition, a large amount of computation of 
public-key scheme will make a large number of energy 
consumption when the network is subjected to 
denial-of-service (DoS). It will lead the entire network to crash. 
Therefore, in the design of key distribution is still symmetric 
encryption, low computation of the authentication function and 
the hash function as the main consideration.  

Key Management Constraints: The density of a large-scale 
WSN may be more than ten times or hundred times than a 
traditional wired network. Moreover, as we do not know the 
topology of WSN before nodes are deployed, it is inappropriate 



for key distribution by trusted devices (or a Key Distribution 
Center, KDC). 

As the two restrictions above, and characteristics of nodes 
that the communication range is limited, low computing 
capability. It is difficult to operate key distribution and key 
management mechanisms after deployment of nodes. 
Therefore, Eschenaue and Gligor believed that the key 
pre-distribution scheme would be the most suitable way for a 
large-scale WSN [12]. 

In past years, different key distribution and key 
management mechanisms were proposed for WSN [3][13] 
(such as the single network-wide key scheme, the fully 
pair-wise shared key scheme [14][15], and the random key 
pre-distribution scheme [12]). 

A. Single Network-Wide Key Scheme 

Single network-wide key scheme is the simplest way to 
distribute keys. It pre-loads a same key to each node before 
network deployment. Therefore, it uses this key to 
communicate with other nodes and add a message 
authentication code (MAC) to confirm the integrity of the 
data. The disadvantage of the scheme is that if there one 
node is compromised, and then all the connections links are 
unsecure. In addition, it cannot provide the authentication of 
individual nodes due to all the nodes use the same key. 

B. Fully Pairwise-Shared Key Scheme [16] 

Fully pairwise-shared key scheme is a scheme which 
shares a session key between any two nodes. Suppose there 
are n nodes of the network, then the total number of key in 
the system are ( )n

2  and each node have to store n-1 keys. It 
is safer than the single network-wide key scheme and when a 
node is compromised, the network will not be broken. But 
storing a large number of keys does not meet the actual 
demand due to the sensor node will only communicate with 
pre-specified neighbors. 

C. Random Key Pre-distribution Scheme  

The random key pre-distribution scheme proposed by 
Eschenauer and Gligor [12] is widely researched in recent 
years as it has higher security. It establish a key pool 
(suppose the key pool has p keys), and it will select m keys 
to establish a key ring. When the wireless sensor deployment 
is complete, each sensor node will has its own key ring 
identification (Key Ring ID) information and broadcast out it. 
If two nodes within the range of communication, they will 
establish a secure communication link and share a same 
secret key. However, it may cause two communication links 
to have the same session key and makes some securities and 
certifications problems. In addition, since each node had 
been distributes number of the keys, if a node has been 
compromised, the attacker will gain more secret data. 

Parakh and Kak [17] proposed a scheme which can 
divide the data into two or more parts by determining all 
roots of a polynomial in a finite field Zp (p is a large prime), 

and these roots are data partitions. These partitions are stored 
on randomly-chosen servers on the network, and only the 
owner of data known where these partitions are stored. It needs 
to access all the partitions to reconstruct data. The illustration is 
shown in Figure 1. The user divides data into k partitions. It can 
also partition the key into servers on the network. User has to 
reconstruct key partitions to be a decrypt key firstly, and use 
the key to decrypt the data from another server. It is shown in 
Figure 2.  

 
Figure 1. The illustration of data partitions [11] 

 

 
Figure 2. The illustration of key partitions [11] 

 

III.  THE NEW KEY DISTRIBUTION SCHEME 
This paper proposes a scheme of key distribution which 

partitions the key into k parts and distributes these partitions 
over the nodes on WSN. When data want to return to the base 
station, it will reconstruct key partitions of the path to be a new 
encrypted key. The node uses this key to encrypt data by 
symmetric encryption. As our scheme takes the most part of 
computation on the base station, sensor nodes take lower 
computation to reducing the encrypting time and the number of 
keys. It increases the survival time and decreases the response 
time of the network. 

Parakh and Kak use the roots of polynomial shown in (1) 
and (2) to partition the data.  
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In this paper, we propose a new way to partition the key 

for key distribution. First, base station will create a key 
randomly, and the key is partitioned to N (number of nodes 
on WSN) parts. The roots of (3) are our key partitions. When 
key partitions are built, the base station will distribute these 
partitions into nodes randomly (every node just has one key 
partition), and record where these partitions are stored. 

 
( )( )( ) ( ) prxrxrxrx N mod0...321 ≡−−−−           (3) 
 
When user executes the query, the base station will 

broadcast this query packet to each node. This query packet 
record the path information (through which nodes). The 
illustration is shown in Figure 3 where Query is user 
broadcast query packet, Kp are key partitions. As there are six 
nodes, we have six key partitions. 

We assume the node E want to return data to base station. 
It returns a acknowledge packet (Ack) and requests key 
partitions of the path between base station and itself as 
shown in Figure 4. The node E uses the key partitions 

pkkkk ppptemp mod421 ••≡  to build the session key 

pkkk ptempsession mod6•≡  in Figure 5. The node E hashes 
the data for verify the integrity of the data. Finally, node E 
encrypt data and the result after hashed, and sent encrypted 
data to base station as shown in Figure 6. 

 
Figure 3. Distribution of key partitions and delivery of query packets 

 
Because of the base station recorded the key partition of 

every nodes, it can calculate the session key of communicate 
node quickly. When the base station decrypts the data, it also 
verifies the integrity of the data by execute the hash function 
to the data. Furthermore, the base station can request key 
partitions of every node frequency. It can detect the current 
status of the network by compare the reconstruct of key form 
nodes and its records. 
 

 
Figure 4. Sensor nodes request key partitions of the path from the base 

station 

 

 
Figure 5. The base station sends the reconstruct of key partitions of the 

path to the node E 

 

 
Figure 6. The node E sends the encrypting data to base station 

 
For example, assume there are six nodes on network. The 

base station creates a key k randomly, let it be 126. We partition 
k to six parts, and the prime p is 89. We can get the polynomial 
as follows. 
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The roots by the polynomial are as follows. 
 
( )( )( )( )( )( ) 89mod0654321 ≡−−−−−− rxrxrxrxrxrx  



 
The base station selects five random numbers, 121 =r , 

92 =r , 303 =r , 244 =r , and 185 =r . 
 
These roots are smaller than p. 

 
( ) 1089mod-1

543216 ≡⋅⋅⋅⋅⋅≡ rrrrrkr ,  
 

polynomial become 
 

 ( )( )( )( )( )( ) 89mod010182430912 ≡−−−−−− xxxxxx  
 

We have 
 

145 −=a , 764 =a , 183 −=a , 392 =a , and 581 −=a , 

 
where r1~r6 are our key partitions. 

Table 1. The description of notation 

Notation Description 

pk  Key partitions 1pk ~ pnk  

partk  

The part of the path key which is computed 
by the base station. It still not combines with 
the key partition with the node this moment. 

pck  
The key partition of the child node of the 

base station 

pgck  
The key partition of the node which is after 

two hops of the base station 

pathk  

The session key of the base station and the 
node. The session key is the combination of 

all key partitions of the path 

 

A. Algorithm 
Network development stage: 
System parameters:  
1) The base station generates a large prime number 

p and a key k  randomly, and then distributes 
the key into n  parts (n is the number of nodes 
of the network). 

( ) pkkkkk pnpppn mod... 1
121

−
−⋅⋅=  

2) The base station transmits 1−n  key partitions 
to each node of the Network. 

 
Network implementation stage: 
3) When a user executes the query, packet will 

record the ID of nodes in the path. If a node 
conform the query, it will return a acknowledge 

(ACK) to the base station. 
4) The base station computes the part of path key 

partk and transmits it to the node which is 
conformed to the query. 

( ) pkkkk pgspsppart mod...1 ⋅⋅⋅=  
5) The node computes the new path key 

( ) pkkkkk pgcpcppnpath mod...1 ⋅⋅⋅⋅= and the 
key using in symmetric encryption. 

6) The node executes hash function to the data, 
and then uses the key pathk  to encrypt the data 
and result of hash function. Finally, the node 
transmits the encrypted data to the base station.  

7) The base station uses key partitions of all nodes 
that it stored at development stage to computes 
the key and decrypts the encrypted data. 

8) The base station executes the hash function to 
the data and compares with the result of packet. 
If they are equal, the base station will return the 
data to the client. 

 

B. Secure Requirements and Analysis 

In order to prevent malicious attacks in WSN, it should 
conform to these conditions as mention below [13][18][19]. 

We consider energy and computation capability, so we use 
symmetric encryption to encrypt data, and then execute hash 
function to confirm data confidentiality, data integrity, 
authentication and availability. 

1) Data confidentiality: To confirm the data cannot be read 
except the sender and the receiver. 

We use implicit security to generate key partitions and 
recreate these key partitions to a session key between the base 
station and the node. We use this session key to do symmetric 
encryption. 

2) Data integrity: To confirm the data cannot be modified 
before sending to the receiver. 

The attackers can modify the packet even they do not know 
the content of packet. For this reason, it is not inadequate if we 
only condition the Data confidentiality. We join the hash 
function [20] to verify the data, and then ensure the data which 
is transmitted by sender and received by receiver are the same. 

3) Authentication and Availability: To confirm the source 
of data is a legitimate node, the network is survival and the data 
is availability. 

The base station knows the topology of the network and it 
record key partitions of all nodes. The base station can 
broadcast a random number in a time interval, and receives the 
result of all nodes that the result is computing by the random 
number and nodes own key partition. The base station 
computes the result and compare with the result of it received. 
It can ensure the node is not a forgery node and observe the 
survival status of nodes of the network. 

Our scheme has higher security level than single 
network-wide key scheme and random key pre-distribution 
scheme, due to every session key between two nodes are 



unique. It can avoid different communication links has same 
session key. Furthermore, storage space of number of key in 
our scheme is smaller than fully pair-wise shared key scheme. 
As shown in Table 2, k is the number of sensor nodes. 
Every node except base station only store one key partition, 
so our scheme is suit for WSN. 

Table 2. The Comparison of key distribution schemes 

Key distribution scheme Number of keys stored in 
each node 

Single network-wide key scheme 1 
Fully pair-wise shared key 

scheme 1−k  

Random key pre-distribution 
scheme Depend on the system 

Our scheme 1 key partition 

C. Complexity Analysis 

In this paper, we propose a new key pre-distribution 
scheme that uses implicit security to process our keys for to 
key partitions and make the transmission be safe. We need 
k  multiplications and one inversion operation modulo 
prime p  to partition the key and k  multiplications to 
reconstruct the key. Hence the complexity of key distribution 
and key reconstruct is ( )kΟ , k  is the number of sensor 
nodes. Furthermore, our scheme is suit for WSN especially 
in distribution of large number of nodes. Due to most of 
operations to build session key is computed by the base 
station, that it will reduce the overhead of nodes.  

IV. CONCLUSION 
Because of the innate limitations of sensor nodes, select an 
efficient mechanism of key distribution will be very 
important. In this paper, we find the root of a finite field 
polynomial to achieve the implicit security. We partition the 
key and distribute to the nodes of network. We can use these 
key partitions to revert to the original key. Due to most of 
operations to build session key is computed by the base 
station, that the scheme will reduce the overhead of nodes 
and extend survival time of the network. Because of every 
two nodes in the communication produce different session 
key, our scheme is securer than single network-wide key 
scheme and random key pre-distribution scheme. In addition, 
the storage space to store key of a node is less than the fully 
pairwise-shared Key, so the scheme is appropriate for WSN. 
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