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Abstract—This paper investigates jammer selection in a two-
way decode-and-forward (DF) relay network with imperfect
channel state information (CSI). The proposed scheme enables
an selection of one conventional relay and two jamming nodes
to enhance communication security against eavesdropper. The
conventional relay assists two sources to exchange their data
via a DF protocol. The two jamming nodes are used to create
interference signals to confuse the eavesdropper. Furthermore,
the asymptotic performance of proposed scheme is analyzed in
detail. Under the assumption that the relay can decode received
signals perfectly and when the jamming power is higher than that
of source nodes, we find that the proposed scheme has a high
secrecy performance which is almost independent of the position
of the eavesdropper.

Keywords—Jammer selection, physical layer security, two-way,
DF relay, imperfect CSI.

I. INTRODUCTION

Due to their inherent broadcasting nature, wireless commu-
nication systems are prone to security threats, which is typi-
cally addressed via cryptographic approaches in high layers.
However, as the implementation of secrecy at higher layers
becomes the subject of increasing potential attacks, much
attention has been paid to the study on physical layer security,
which proposed the basic idea of implementing perfectly
secure communication without using cipher coeds [1]. In order
to increase the secrecy rate of networks, cooperative relaying
communication is introduced [2], the main objective is to boost
the capacity of the primary links by decreasing simultaneously
the capacity of the eavesdropper links. Meanwhile, there
has been a growing of interest in two-way communications
due to its bandwidth efficiency and potential applications to
cellular and peer-to-peer networks. In [3], the sum-rate of
two sources in two-way relay channel was increased using
network coding and channel coding. [4] Introduced a two-way
relay memoryless system to optimize the symbol error rate
performance.

Based on above consideration, it is significant to investigate
the secure two-way relaying communications. Many initiatives
[5] [6] has been carried out based on perfect channel state
information (CSI). However, the eavesdroppers perfect CSI
is unlikely to be available in many scenarios, especially
those involving purely passive eavesdroppers. Nevertheless,
the statistic knowledge of the eavesdroppers link would be
available from long term eavesdropper supervision in practice.
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Therefore, it is more significative to study the secure two-way
DF relay communications based on imperfect CSI.

In this paper, we propose a jammer selection scheme for
two-way DF relay communications with imperfect CSI, in
which there are two sources, a cluster of intermediate nodes,
and one eavesdropper. We assume that the communication
process based on time division broadcasting protocol (TDBC),
in which both sources transmit to the relay separately in the
first two slot while another two jammers are selected from
the intermediate nodes to degrade the eavesdropper links,
the relay codes the received signals via XOR operation, and
broadcasts it back to the source nodes in the third slot. In two-
way relay networks, there are two XOR-based relay schemes,
which are the 2-step-XOR and the 3-step-XOR. Although
the 2-step-XOR scheme achieves larger sum-rate than 3-step-
XOR from the information theoretical perspective, it requires
synchronization, and is more difficult to be applied to existing
networks [7]. Thus, we only consider the 3-step-XOR scheme
here.

II. SYSTEM MODEL AND PROBLEM FORMULATION

As shown in Fig.1, We consider a simple configuration
consisting of two sources S7 and Sy, one eavesdropper E
and an intermediate node set S;,, that includes K nodes. The
intermediate nodes are confined within a small region. We
assume that there is no direct link between the two sources,
and all the intermediate nodes operate in a half-duplex way.
Therefore, the complete communication process can be divided
into three slots,

e 1): An intermediate node R is selected to operate as a
conventional DF relay. Then, S; broadcasts its data sq,
which is decoded and stored by R. Meanwhile, another
node J; is selected from S;,, to operate as a jammer to
interfere the eavesdropping link in this slot.

e 2): S5 transmits its data s to R and a second jammer J
is selected from S;,, for the same reason.

e 3): R broadcasts a coded signal s = s1 @ so, where @ is
bitwise XOR.

A slow, flat, block Rayleigh fading environment is assumed,
where the channel remains static for one coherence interval
(one slot) and changes independently in different coherence
intervals with a variance o7 ; = d; JB , where d;; is the
Euclidean distance (in kilometers) between node ¢ and j, 3 is
the path-loss exponent. Furthermore, additive white Gaussian
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Fig. 1. The system model and the related communication scenario.

noise (AWGN) with zero mean and variance of . Pg, Pg, and
Pjy denote the transmitted power for the source S;(i = 1,2),
the relay R, and jammer J;(¢ = 1,2). The secrecy rate for
source S;(i = 1,2) is,

1 1 -
Rs, = |3logy (1 +7) — glogy (1 +75;) (M

Where i,j = 1,2,i # j, and [z] £ maz{0,2}. The pre-
log factor % is because each traffic flow takes 3-step TDBC
protocol.

We assume that R can perfectly decode the signals which
received in the first two slots, and eavesdropper applies max-
imal ration combining (MRC) [8] to combines the received
signals. Therefore, ; denoted the overall signal-to-noise ratio
(SNR) of the channel S; — S;(4,5 = 1,2,¢ # j), which can
be calculated as

_ PR|hR7Si|2

7

(@)

o2

7E, denoted the combined SNR for eavesdropper’s link, which
can be calculated as

PE [|hs,ul*]  PaE [|hnp’]
Ej -
Do I EE AR
. PSU?S‘J-,E PRU%{,E
B PJoaj,E—i—o? o2

where E [-] stands for the expectation operator.

The secrecy performance of the whole system is char-
acterized by the secrecy outage probability of the lower
secrecy rate of the two source links, which is defined as
P {min (Rs,, Rs,) < Ts}, where Ts is the target secrecy
outage threshold and P{-} denotes probability. Therefore, the
considered optimization problem is formulated as

(R*,Jy,J5) = argmin P{min(Rs,,Rs,) <Ts} (4)
R,J1,J2€Sin
R#J1,Jo
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Where R*,J;,J5 denote the selected relay and jammer. Note
that the jammer Ji and J5 may be the same in the first two
slots.

III. SELECTION TECHNIQUE FOR JAMMING

A conventional selection (CS) is proposed in [9], which
does not have a jamming process, and does not take the
eavesdropper channels into account, so the relay node R is
selected according to the instantaneous SNR of the links
between node S1 and node S2. The conventional selection
is written as

R* = arg max {min(y1,7v2)} 5)
RES;n

[10] investigates a selection technique without jamming
(SS) based on imperfect CSI, which takes into account the
relay-eavesdropper link.

1 1
R* = arg max  min 7 , + 72 6)
RESin 14+798, 14+7E,

where
_ PsE[lhs, 5*] | PrE[hr .zl
i o2 * o2 %
Pso"zs E PRJ}2%,E

For high SNRs,

R* = arg max { min n ,E 8)
ReSin YE» VE,

If the Eavesdropper E has the same distance with source
nodes S; and So, i.e, U?%,E = 0%27]5, we have g, = 7g,.
Thus, (8) can be modified as

R" = arg max {min(y1,72)} ©)

which means the SS scheme selects the same relay node R
as the conventional selection (CS) scheme does if E has the
same distance with S; and S.

Compared with above selection schemes , we proposed a
selection technique with jamming (SJ) based on the combined
knowledge of instantaneous relay CSI and average CSI of
eavesdropping links. Considering (1) and (4), the selection
metrics is modified as
(R, J;, 75) = L )

VE. 1+7E,
(10)
Where YE; can be obtained from (3), for high SNRs, and the
power ratio of the jammer to the source is much higher than
1, thatis L = Py/Ps > 1,

Pasymp = Lli>r>nl]P’{min(Rsl7R52) < Ts}

_ ]P’{min( |hR,Sl|2 |hR,S2‘2 ) < p} (1)
Elhgg|?’ Elhg,Eg|?

=P{min(X,Y) < pZ}

argmax {min (
R,J1,J2€8;n
R#J1,Jg
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Where p = 23Ts X = |hpsl? Y = |hrs|’ Z =
Elhgel? = 0% g Based the assurnpt10n that the channel
coefficient h p (M = Sy, Se,0rE) is a zero-mean, indepen-
dent, and complex Gaussian random variable with variance
a?%’ - for given selected R, hg ps following the exponential
distribution with characteristic parameter A = 0%, 5, = d;fM.
Let A = min{X,Y}, the cumulative distribution function can
be calculated as

Fala)=1—¢ (xtxye (12)
Therefore
+oo X 1 .
Pasmy = [ [Falp2))< e s
0 z
oo K
— [ ey e s
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13)

The minimum secrecy outage probability of SJ scheme can be
gotten by setting p = 1, thus Tg = 0.

S 1
= Cr(=1)" 14)
= [ o
R.E R.E
When eavesdropper E is far away from relay R, that is § =

Z};z — 0(i = 1,2), (14) can be modified as,

IP>1ﬂin

hm Prin = ZCK (15)

IV. NUMERICAL RESULTS

In this section, we carried out computer simulation in order
to validate the performance of the proposed selection scheme.
Fig.2 shows the considered topology. The area of the network
is a 1km x 1lkm unit square. S; and S5 are located at
(Xs,,Ys,) = (0,0) and (Xs,,Ys,) = (1,0). The center of
the intermediate nodes is at (X, Yi,) = (0.5,0). The number
of the intermediate modes is equal to K = 9. The path-loss
exponent is set 5 = 3. The target secrecy outage threshold
is Ts = 0.1 bits per channel use (BPCU). The variance of
the thermal noise is normalized to unit, 02 = 30dBm, and
PS = PR = 40dBm.

The first simulation shows how the power ratio L affects
the system secrecy performance. the eavesdropper E locates
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Fig. 3. Secrecy outage probability versus power ratio L for different selection
schemes.

10 ‘

2

i

&

g o[ —A—cs

R

9 —s

§ —— SJ(Asymp)

8

10° I I I I I I I I I
025 03 035 04 045 05 055 06 065 07 075
6(m

Fig. 4. Secrecy outage probability versus angle of the eavesdroppers position,
L=10.
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at (Xg,Yg) = (0.5,1). we can see from Fig.3 that the conven-
tional selection (CS) which doesn’t take the eavesdropper into
account has the worst secrecy performance. Although the SS
scheme takes into account the relay-eavesdropper link, which
based on the imperfect CSI, it performs as poor as the CS
scheme in this configuration. When the jamming power is
much lower than that of source power (L < 1073), the SJ
is almost the same as the CS and SS schemes. As the ratio
increases (1072 < L < 1), the secrecy outage probability
experiences a substantial drop. When L > 10, the secrecy
outage probability fits the asymptotic value very well and is
much lower than CS and SS schemes. That is to say, the
minimum power ratio is 10 in order to achieve better secrecy
performance in this configuration.

In Fig.4, we let the eavesdropper E change along the
boundary of a fan area. It is clear that the secrecy outage
probability of proposed scheme remain at stable levels. In
contrast, the CS and SS schemes have varying during this
process. This is because the eavesdropping link is very strong
when E is near to one of the sources in the first two slots
in CS and SS schemes. However, the eavesdropping link is
greatly interfered by the strong jamming signals in these two
slots, no matter how near £ is to the source nodes. Taking
both the result in Fig.3 and Fig.4, the proposed scheme (SJ)
can not only provide better secrecy performance, but also has
more stable than the respecting non-jamming schemes.

V. CONCLUSION

In this paper, we have dealt with jammer selection for
secure two-way DF relay communications based on imperfect
CSI. The proposed scheme selects one conventional relay
and two jamming nodes to confuse the eavesdropper. We
can come to two conclusions by computer simulation, one is
that cooperative jamming is an efficient solution to improve
the system secrecy performance when the jamming power is
much higher than the source power, and the other is that the
proposed scheme ia able to provide more stable secrecy outage
probability than that of non-jamming schemes.
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