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Abstract—A major issue in many applications of Wireless
Sensor Networks (WSNs) is ensuring security. Particularly, in
military applications, sensors are usually deployed in hostile
areas where they can be easily captured and operated by an
adversary. Most of security attacks in WSNs are due to the
lack of security guaranties in terms of authentication, integrity,
and confidentiality. These services are often provided using
cryptographic primitives where sensor nodes need to agree on a
set of secret keys. Current key distribution schemes are not fully
adapted to the tiny, low-cost, and fragile nature of sensors that are
equipped with limited computation capability, reduced memory
size, and battery-based power supply. This paper investigates
the design of an efficient key distribution and management
scheme for wireless sensor networks. The proposed scheme can
ensure the generation and distribution of different encryption
keys intended to secure individual and group communications.
This is performed based on elliptic curve public key encryption
using Diffie-Hellman like key exchange that is applied at different
levels of the network topology. In addition, a re-keying procedure
is performed using secret sharing techniques. This scheme is more
efficient and less complex than existing approaches, due to the
reduced number of messages and the less processing overhead
required to accomplish key exchange. Furthermore, few number
of encryption keys with reduced sizes are managed in sensor
nodes, which optimizes memory usage and enhances scalability
to large size networks.
Index Terms—Wireless sensor networks, Security, Key distribution and management, Elliptic curve cryptography, threshold
secret sharing

I. I NTRODUCTION
Since their advent, Wireless Sensor Networks (WSNs),
have been the subject of an increasing interest from the
academic and industrial communities, due to their wide and
varied number of applications in military and civilian domains.
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These networks demonstrated high effectiveness in the development of many innovative applications such as battlefield
surveillance, border control, structural health monitoring of
aircraft, environment parameters measurement, and patient
health care[1], [2], [3].
Conceptually, a WSN is composed of a number of sensor
nodes, deployed in a specific zone to detect particular events
and transmit messages to a base station (sink node) in a
multi-hop communication fashion using the wireless medium.
Sensor nodes are characterized by their reduced size, limited processing capability, and battery-based power supply.
These characteristics must be taken into consideration in
developing appropriate communication protocols. Particularly,
ensuring communication security is one of the major issues in
WSNs, especially when they are distributed in hostile regions
where sensors can be captured and easily manipulated by an
adversary. Furthermore, with advances achieved in wireless
technology, WSNs are being used in critical domains, such
as controlling aircraft and avionic systems, surveying health
states, and monitoring toxic gas emission where security attacks can have very dangerous consequences on human safety.
Therefore, providing security services for data communication
in WSNs becomes a main requirement to avoid malicious
activities and even terrorist attacks.
Typically, to ensure communication security, at least four
services must be provided, namely, confidentiality, authentication, integrity, and availability. Most of these services are based
on the implementation of cryptographic techniques which
require the establishment of a set of shared encryption keys. A
wide range of cryptographic algorithms and schemes had been
developed to enable dynamic key distribution and management
in classical networking infrastructure, such as asymmetric
encryption techniques, digital signature schemes, and Public
Key Infrastructure (PKI). However, these techniques cannot be
directly used in WSNs. Indeed, sensor nodes cannot sustain the
high processing overhead and complexity of these techniques
due to their limited computational capacity and reduced memory size. In addition, most of the existing key management protocols must perform extensive message exchanges to establish
keys, which increases power consumption, depletes the sensor
node limited energy, and shortens the network operational lifetime. Besides, in a WSN, nodes can leave the network because
they run out of energy or are captured and eliminated by an
adversarial party. Therefore, new sensor nodes must be added
after the initial deployment phase to replace the removed nodes
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or to enhance the connectivity of the network. Consequently,
the key management scheme should deal with this issue to
avoid the failure of the network and optimize the re-keying
procedure when nodes are deleted or added.
Several research works[4], [5], [6], [7], [8], [9], [10], [11],
[12], [13], [14] had been devoted to design appropriate key distribution schemes for WSN. The proposed schemes were based
on pre-distribution of symmetric or asymmetric keys before
the network deployment or on secret sharing using threshold
cryptographic techniques. Although some of these schemes
can offer extensive security to data transfer on wireless sensor
network, they are complex to apply in real environment and
do not scale to large networks. In addition, key establishment
protocols require a high number of message exchanges which
exhausts the limited available energy of sensor nodes and
shorten the network operational live time. Moreover, all existing key distribution and management schemes assume static
topology and do not consider the case where mobile sensor
nodes can be employed.
This paper proposes the design of a key management
scheme for wireless sensor networks adapted to hierarchical
topologies. It is an enhancement of the work presented in
[15]. Our key distribution scheme can perform efficient and
scalable generation and sharing of cryptographic keys to
provide authentication, integrity, and confidentiality services
to all types of data traffic exchanged at the different layers
of the network topology. Our proposal uses elliptic curve
based Diffie-Hellman like exchange procedure to establish
individual secret keys between different elements of the WSN,
such as sensor node and base station, the sensor and its
cluster head, and each cluster head and the base station. These
exchanges are exploited to generate secure group keys to
ensure intra-cluster and inter-cluster communications privacy.
Authentication of the exchanged values is implemented to
overcome vulnerability to the man-in-the-middle attack. Our
secret key establishment approach is less complex and requires
reduced message exchanges than existing schemes whilst it
improves offered security level. Moreover, the use of elliptic
curve techniques allows shorter key sizes and decreases the
processing overhead of the cryptographic operations while
ensuring the same security level as current public key schemes.
The main contributions of this work with regard to existing
literature are as follows:
• The development of an Elliptic Curve Public Key Cryptography (ECPKC) based key management mechanism
for WSNs, allowing dynamic establishment of many
kinds of secret keys intended for different usages in
various levels of the network topology and taking into
consideration node mobility.
• The design of an efficient group key establishment procedure to enable in-network processing and secure intracluster and inter-cluster broadcast traffics. This procedure
achieves group key sharing in only two rounds, which
reduces the processing and communication overheads and
saves sensor’s energy.
• The proposal of a re-keying procedure based on secret
sharing techniques to ensure backward and forward secrecy and improve resilience to node capture attack.
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The remaining parts of the paper are as follows: Section
II exposes related works to the key distribution problem in
wireless sensor networks. Section III describes the proposed
key management scheme. Section IV, analyzes the security
level provided by the proposed scheme. Section V performs
a performance analysis of the proposed scheme, Section VI,
presents simulation work conducted to evaluate the effectiveness of the key management approach and demonstrate its
scalability. Section VII, concludes the achieved work in this
paper and gives some perspectives.
II. R ELATED W ORK
Key distribution problem in wireless sensor networks, had
been the subject of many research works during the last
decade[16]. Key distribution and management procedure play
a crucial role in guaranteeing the security of any data exchange
using cryptographic primitives. Key management encompasses
the processes of generating, distributing, storing, and updating
encryption keys. The main target is to prevent attacker from
exploiting weaknesses in the key management procedure to
derive encryption keys and break the security of the wireless
sensor network. Due to the limited resources of sensor nodes,
the large number of deployed nodes, and missing of infrastructure, key distribution and management is a major issue in
wireless sensor networks.
Secret key cryptographic techniques are the most suitable
to secure communication in wireless sensor networks. These
techniques can be executed in reduced computational capability processors with an acceptable delays. In addition, they
manipulate short key sizes requiring few memory occupancy.
This has the advantage to reduce the energy consumption,
increase efficiency, and ensure reliability of the network.
TinySec [17] is an effective implementation adapted to wireless sensor nodes to ensure link layer security in terms of
confidentiality, integrity and authentication. Authors studied,
specific operational modes for a set of secret key encryption algorithms and message authentication codes, that can
satisfy resource constraints of sensor nodes. For instance,
in TinySec, RC5 and Skipjack are considered as the most
suitable encryption algorithms to offer data confidentiality.
One of the main problems in secret key cryptosystems is
key distribution consisting in the procedure to securely share
secret keys between sensor nodes. Many research works[5],
[6], [8], [18], [7], [9], [10], [19], [20], [4], [21], [14] have
been devoted for studying key distribution and management
issue in wireless sensor networks proposing multiple schemes
with various approaches.
Most of the proposed key distribution schemes are based
on the pre-distribution of a set of secret keys in the sensor
nodes before network deployment [5], [6], [8], [7], [12]. The
work presented by Eschenauer et al [5] is the first in this
context. The authors proposed a key distribution scheme based
on pre-loading a set of secret keys in each sensor node that are
randomly selected from a common pool of keys. At the initial
phase of network deployment, each sensor node exchanges
information about the pre-configured keys with its neighbors
to find those that share with it the same keys. When two
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neighbors find that they have a common key, they establish a
secure communication link between themselves. Furthermore,
the established secure links can be used to negotiate the
sharing of pairwise keys between nodes that their key sets did
not overlap. It was proved, using random graph theory that, if
the probability that two selected sets of keys share at least one
key is greater than a given value, then secure connectivity of
the network can be achieved with high probability. Although,
this scheme may be very efficient in establishing shared keys
in wireless sensor networks, its main drawback is that when
the number of jeopardized nodes increases, the security level
significantly degrades. When sensor nodes are captured, all
shared keys can be discovered and encrypted data will be
disclosed to an adversary. Moreover, given that the same key
can be used to secure many links, the attacker may even
be able to decrypt data being currently transmitted between
non compromised nodes. Besides, to offer full communication
security, each sensor node needs to store and manage an
important number of keys, which requires a high memory
capacity and limits the scalability of this solution to large size
networks.
Chan et al [6] introduced the concept of q-composite. In
this approach, a secure link between two neighbor nodes is
established if they have at least q common keys, where q ≥ 2.
Authors show that increasing the number of shared keys, q,
boosts the resilience to node capture, in the sens that the
attacker will need to compromise a higher number of nodes
than in the original scheme described in [5] to decrypt the
same amount of data. Despite resilience enhancement against
node capture, this scheme has not resolved the main limits,
which are, the complex procedure and the communication
overhead needed to establish a full one-hop secure connectivity
between neighbor nodes, and the required memory to store and
manage shared keys. To enhance random key pre-distribution
approach, Du et al [7] presented a technique to establish
pairwise keys between sensor nodes based on the random
selection of rows and columns in a key matrix. In this scheme,
multiple key generation spaces are used to enhance resilience
to node capture. Nevertheless, this approach cannot guarantee
that two nodes can share a direct secure link, and the key
path establishment procedure of the original scheme [5] is still
needed. All these schemes are developed for wireless sensor
networks configured in a flat topology where all nodes have
the same capabilities and thus a key pairwise must be setup
between each pair of sensors. This can reduce scalability to
larger size networks due to higher power consumption, extensive processing requirement, and communication overhead.
Using a hierarchical topology can simplify and improve the
scalability and efficiency of the key distribution procedure. In
this case, the sensor node doesn’t need to establish a pairwise
keys with all nodes in the network, but only with those that
are in its communication range. Particularly, a sensor will
share keys with its cluster head (CH) and cluster members;
this contributes in reducing the communication overhead and
saving energy. Several works have studied the design of key
distribution mechanism for hierarchical sensor networks [18],
[22], [12], [14], [10].
Localized Encryption and authentication protocol (LEAP)
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[18], [22] is an energy efficient key distribution mechanism
developed for large scale hierarchical sensor networks, that is
able to generate specific keys for securing various types of
uni-cast and broadcast traffics. Four kinds of encryption keys
are defined: individual key shared between the base station and
each sensor node, pairwise key that is a unique key established
between the node and its cluster head, cluster key is a common
key used to secure data intended for all members of the cluster,
and group key used to secure data broadcast to all nodes of the
network. All these keys are derived from a unique master key
that is pre-loaded in each node before deployment. This master
key is erased from the memory at the end of the initial key
distribution process, to avoid that an adversary party capturing
a single node, can compromise all data transmitted in the
network.
A similar approach was described in [12], where a security
architecture was proposed for wireless sensor networks based
on a master secret key that is embedded in the source code of
the operational system in every sensor node. The authors claim
that this can prevent the disclose of the encryption keys derived
from the master key and stored in non-volatile memory even if
the node is captured. Although, we can agree that configuring
the master key in the source code of the application program
can harden the task of an attacker to retrieve it, but this is not
impossible. Also, it will be very hard to upgrade the security
parameters of the encryption scheme such as the key size,
encryption algorithms, and the master key itself, because this
will require the upload of another operation system in all
deployed nodes.
Secret sharing techniques have been investigated in [14] to
design a key management mechanism in hierarchical wireless
sensor networks. This scheme allows the distribution of keys
in different levels of the topology. Indeed, individual secrets
are distributed to all nodes of the network. Group keys can be
constructed by resembling a minimum number of individual
secrets and applying a polynomial interpolation. This has the
advantage of ensuring the survivability of the network if a
minimum number of nodes are still active and a maximum
number of nodes had not been compromised. Nevertheless, to
ensure security of the transmitted data, the shared secrets must
be modified for every session to prevent key compromising
due to the capture of a single node participating in the reconstruction process. This generates an extensive communication
and processing overheads and increases power consumption.
In addition, sensor nodes are required to store an important
number of session secrets overloading the limited memory
capacity of sensor nodes.
The previously described key distribution schemes for
WSNs are static in the sense that they are based on the preloading of secret keys that remain valid during all the network
life-time. More specifically, these schemes do not define rekeying procedures to update encryption keys. This fact, can
constitute a serious security limit in these mechanisms, as
using an encryption key for a long period of time can increase
the probability of being compromised. Some dynamic key
management schemes that enable key updating had been
proposed for wireless sensor networks [21], [23], [24]. These
schemes are mainly based on secret key encryption techniques
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which makes them vulnerable to node capture attacks. In
these dynamic key management schemes, capturing a specific
number of sensor nodes can lead to revealing keys used by non
compromised nodes. Public key encryption techniques can be
investigated to resolve these problems.
Although, public key cryptosystems have not been considered at the beginning in WSNs to secure key distribution owing
to their key sizes and high computation capacity requirement,
they are being investigated in some research works[25], [19],
[4]. This is motivated by the advances achieved in physical
node architecture technology and the enhancement of their
computation capacity. In addition, a promising solution is the
use of elliptic curve cryptography which significantly reduces
key size, achieves key generation in a limited delay, and
consumes a few amount of power [13].
In this paper, we investigate the design of a key distribution
and management scheme for wireless sensor networks with
hierarchical topology. Our approach consists in combining
different techniques, each one will be used in a specific context
in order to ensure the highest security level while guaranteeing
efficiency and scalability of the key distribution process. Our
proposal is based on using elliptic curve public key cryptography, in particular on the Diffie-Hellman like key exchange
procedure, to establish secret keys in the different levels of
the hierarchy. A unique private key is generated by each
sensor node at the initial phase of the network deployment.
The generation process is based on the identity of the node
and a key that is pre-loaded in the sensor node and deleted
after the generation of the private key. The validation of the
corresponding calculated public key is achieved by the base
station. The public and private keys are then used to establish
individual and group secret keys to secure different kinds of
uni-cast and broadcast traffics. In addition, our scheme enables
secure re-keying procedure by using secret sharing techniques
to regenerate the initial key and reconfigure the overall security
parameters.
III. K EY DISTRIBUTION AND MANAGEMENT SCHEME
DESCRIPTION

In this section, we describe the proposed scalable key
distribution and management scheme to secure wireless sensor networks. Firstly, we introduce the considered network
architecture; then we detail the initial key generation and
distribution procedure; finally we investigate issues related to
node addition, deletion, and mobility.
A. Network topology and assumptions
Wireless sensor networks can be configured into two main
topologies: flat homogenous and heterogeneous hierarchical.
In flat topology, all sensors have the same capabilities in
terms of sensing, computing and communication. Whereas,
in hierarchical topology, the network is composed of many
kinds of nodes with divers capabilities and perform different
functions. Flat wireless sensor networks are more simple to
deploy, however hierarchical architectures are more efficient
and scalable.

483

Fig. 1. Network architecture

In this work, we consider a hierarchical wireless sensor
network composed of a large number of sensor nodes that
are organized into a number of clusters. Each cluster is
controlled and managed by a cluster head which is a device
with higher processing and communication capabilities than
sensor nodes. After deployment, the cluster heads need to
execute an appropriate clustering algorithm [26] to divide the
network into an optimized number of clusters.
The considered network topology is depicted by Figure 1.
As we can see, the network architecture encompasses three
types of network devices, sensor nodes, cluster heads, and the
base station (or Sink node). In the sequel, we describe the
functionality of each one of these devices.
1) Sensor nodes : Sensor nodes are in the lowest level of
the hierarchy. They are low-cost devices with a very limited
computing, storage, and communication capabilities. Also,
they are power supplied using a finite life battery. The main
mission of a sensor node is to detect particular events and to
exchange messages with its cluster head and the base station.
Also, a sensor node can relay messages transmitted by sensor
nodes which their communication ranges do not reach the
cluster head. In some situations, the base station can exchange
messages with the sensor nodes. This can happen for example
when the configuration of sensor nodes needs to be updated
or when a particular event happens. In addition, we suppose
that at any time a sensor can be attached to only one cluster.
However, sensor nodes can be mobile and move from one
cluster to another with a very low speed.
2) Cluster heads : The cluster head is responsible of
collecting data from the members of its cluster and aggregating
them in order to optimize transmission channel usage. Also,
it manages and controls all procedures of member join and
departure. A cluster head needs to be equipped with an
extensively higher amount of resources than the sensor node.
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In our architecture we suppose that cluster heads encompasses
a higher processing devices with large storage capacity and
more powered and long live batteries. Moreover, we consider
that they are able to achieve more complex operations and
have a wider communication range than sensors. Cluster heads
can communicate with each other directly and relay data to
the base station. Due to their limited number, it can be costeffective to assume that cluster heads are endowed with a
tamper-proof hardware that ensures resistance to node capture
attack. Moreover, some advanced security functionality such
as auto-destruction and memory eraser in case of unauthorized
access attempts can be implemented in these devices.
3) Base station : The base station is the network element
that implements the most higher capabilities. We assume that
it has unlimited resources such as, computing power, storage
capacity and energy. Moreover, the base station has a very
large communication range that can reach all nodes in the
network. Depending on the application, the base station can
be localized either in the center or the corner of the network.
In any case, it is supposed that the base station is installed in
a well known and secure location. Also, it is considered as
the most secure element of the topology and is trusted by all
entities of the wireless sensor network.
B. Key generation and distribution procedure
The main objective of our work is to design a key management procedure that ensures robust authentication, integrity
and confidentiality services in the sensor network and takes
into consideration the limited resources and reduced processing capability of the sensor nodes. The key management
mechanism should allow secure generation and distribution
of keys in every level of the hierarchy. In addition, it must
enable the establishment of different group communication
keys that can be used to perform in-network processing.
The in-network processing capability consists in a the ability
of sensor nodes to decrypt packets transmitted by neighbor
nodes in order to avoid event detection redundancy and allow
data aggregation. These operations are very useful in many
applications and permit energy saving and channel usage
optimization. Consequently, we can distinguish the following
kinds of keys:
• Individual keys: used to secure communication between
a sensor node and the base station.
• Intra-cluster pairwise keys: shared between a sensor node
and its cluster head and neighbor sensor nodes belonging
to the same cluster
• Cluster key established between all sensor nodes of the
same cluster to secure group communications.
• Inter-clusters key: used to secure communication between
all clusters heads and the base station
• Network key: shared between all nodes of the network
and used to secure message broadcast.
In this work, we investigate the use of elliptic curve public
key cryptography to enable efficient and secure key exchange
in wireless sensor networks. In the upcoming subsections, we
present our Elliptic Curve Public Key Cryptography (ECPKC)
based key management mechanism proposed to carry out
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dynamic establishment of the aforementioned kinds of keys.
First, an overview of elliptic curve cryptography is given in
this paper. Then, the generation and distribution processes are
described.
1) Elliptic curve fields selection: Elliptic curve techniques
[27] offer a valuable opportunity to efficiently apply public
key cryptography approach to secure wireless sensor networks.
These techniques are able to provide equivalent security level
as classical public key cryptosystems, namely the DiffieHellman key exchange procedure, with significantly reduced
key size. For example, in Diffie-Hellman a minimum key size
of 1024 bits is required to ensure the security of the key
exchange procedure. Indeed, the discrete logarithm problem,
on which is based the security of this key establishment
protocol, becomes intractable for a key size higher than this
value. However, with elliptic curve equivalent approach a key
size of 160 bits is sufficient to ensure security. In the following
we explain how this was achieved.
Given a Galois field Fp , where p is an integer number, an
elliptic curve, E(Fp ) is defined by the set of points that satisfy
the Weierstrass form defined by the following equality:
y 2 + a1 xy + a3 y = x3 + a2 x2 + a4 x + a6

(1)

where, ai ∈ Fp .
In cryptography, two forms of the Galois finite fields are of
interest. The first form considers a field Fp , with p a prime
number, and an elliptic curve satisfies the equation:
E(Fp ) = {(x, y) ∈ Fp2 , y 2 = x3 + ax + b} ∪ {O}

(2)

where a, b are satisfying 4a3 + 27b2 6= 0 and Ois the neutral
element of the curve. This form is very useful for a software
implementation of the elliptic curve encryption paradigm.
The second form considers a field Fp , with p = 2k , and k is
prime number. The elliptic curve in this case is characterized
by the equality:
E(Fp ) = {(x, y) ∈ Fp2 , y 2 + xy = x3 + ax + b} ∪ {O} (3)
This form is more adapted for hardware implementation of
elliptic curve based encryption algorithms.
These two forms are not vulnerable to the sub-exponential
attack and can guarantee the security of the key exchange
procedure. For both forms a specific addition operation is
defined. The more interesting is the equivalent form of the
discrete logarithm problem in the elliptic curve field. Recall
that, the discrete logarithm problem consists in, given a prime
number p, and a generator g and a value h belonging to Z∗p ,
it is difficult to find, x where h = g x mod(p). In elliptic curve
cryptography, it is believed that, given a field Fp satisfying one
of the aforementioned forms, and two points, P and Q belonging to E(Fp ), the problem of finding, an integer n, such that
Q = nP = P + P + ... + P is more difficult than the discrete
logarithm problem. Therefore, mapping between the classical
Diffie-Hellman key exchange scheme and its equivalent using
elliptic curve paradigm can be simply performed by replacing
the exponentiation operation by an integer multiplication (or
more precisely n-time addition) in E(Fp ).
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2) Individual keys establishment : Individual keys are established between each sensor node and the base station during
the initial phase of network deployment. We assume that the
hierarchical network topology has been created and that sensor
nodes can communicate with the base station to establish
secret keys. This is performed in our scheme using elliptic
curve based Diffie-Hellman key exchange procedure according
to the following steps:
Pre-deployment : Before deployment, the base station randomly selects an integer number p, the elliptic curve E(Fp )
according to the second form as discussed above, and a
generator point G ∈ Fp . Then, it generates its private key,
xB ∈ Zp , where 2 ≤ xB ≤ p − 1 and calculates the
corresponding elliptic curve public key, YB = xB G. The
parameters p, E(Fp ), G , YB , and an initial key K0 will be
pre-loaded in each deployed sensor node. The initial key, K0
will be used to verify the genuineness of the deployed sensor
nodes. It is valid only during the short period of the initial
deployment phase and will be deleted immediately after the
accomplishment of the key establishment procedure. In the
following , we denote by N the total number of deployed
nodes, where each node is uniquely identified by an id value.
Private/public key pair generation and individual key
calculation: Immediately after network deployment and the
establishment of clustered communication architecture, every
node i, 1 ≤ i ≤ N , will generate its private key, xi ∈ Zp .
This is performed by applying a hash function as follows:
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Pairwise keys are established in a similar way as individual
keys described above. The only difference is that public values
must be retrieved from the base station and each party verifies
its validity before key establishment. To this end, the base
station calculates a MAC of the public key using the individual
key shared with the sensor node that had generated the key
request message. After that, neighbor nodes i and j can
establish a pairwise key, Kij = xj Yi = xi Yj = xi xj G.
Similarly, the pairwise key Kic = xi Yc = xc Yi = xi xc G
can be established between the node i and its CH c.
To set the cluster key a group communication secret key
sharing procedure was proposed. This scheme is more efficient than the existing techniques [28] because it allows key
establishment in only two rounds. To this purpose, for each
node j of the cluster, the CH calculates and sends a public
value
Ycj = xc

mc
X

Yn

(5)

n=1, n6=j

where mc denotes the number of sensor nodes in the cluster
c.
The cluster key, K c can be determined in each node by
simply adding this value to the already established intra-cluster
pairwise key as
c

K =

Kjc

+ Ycj = xc

mc
X

Yn

(6)

n=1

xi = Hash(idi ||K0 ||Ni )mod(p)

(4)

where Ni is a randomly generated nonce. This generation
procedure ensures that all private keys are different from each
other, which can enable data origin authentication.
Then, the sensor node calculates its elliptic curve public key,
Yi = xi G. At this point the sensor node is able to calculate
its individual pairwise secret key, Ki = xi YB = xi xB G.
The sensor node sends its public key Yi to the base station
to be validated and stored in the public keys repository. The
message is authenticated by a Hash Message Authentication
Code (HMAC) using K0 , to ensures that it is sent by a genuine
deployed sensor node.
Public key validation and individual key establishment in
the base station: After verifying the identity of the sensor
node and the MAC of the received request, the base station
validates the public key of the sensor node, saves it in its public
keys repository, and establish the shared individual pairwise
key, Ki = xB Yi = xi xB G. Finally, the base station sends to
the sensor node an acknowledgment that is authenticated by a
MAC calculated using the individual key, Ki . Then, the sensor
deletes immediately the initial key, K0 from its memory.
3) Intra-cluster pairwise keys and cluster key establishment
: Intra-cluster pairwise keys must be established to secure
communication between each sensor node and its cluster head.
In addition, the sensor node can establish a pairwise key with
each one of its node neighbors in order to communicate with
the cluster head. In addition, a cluster key shared between
all nodes of the cluster is established to enable in-network
processing and optimize resources usage.

4) Inter-cluster key and network key establishment: Using
the same procedure as for the cluster key, CHs and the base
M
P
station can share an inter-cluster key K B = xB Yc to secure
c=1

message broadcast in the second level of the hierarchy. M is
referred to as the number of clusters.
In addition, a network key KN can be securely distributed
to all sensor nodes using two encryption stages. In the first
stage, the base station randomly generates KN , encrypts it
with the inter-cluster key, KB and transmits it to all CHs. In
the second stage, each CH, c decrypts the network key and
encrypts it with the cluster key, K c before broadcasting it to
all cluster members.
5) Session keys derivation: All the keys that they had been
described in last subsections are note used directly to ensure
data confidentiality and authentication. To this end, some
session keys are derived from these keys. This is performed
by the following procedure.
The elliptic curve approach, allows the sharing of a point
with two coordinates. Therefore, each key K is a point in
E(Fp ) that is composed by abscissa, Kx and an ordinate
Ky . In order to be conform to the rule of separation between
the keys for encryption and authentication, two session keys
denoted as, Kei , and, Kai are derived from the abscissa
and the ordinate of the key K. These two keys are used
respectively for encrypting and generating the MAC of each
message exchanged between the sensor node and any other
entity of the network. Here, the key K denotes any kind of
the described keys such as individual key, pairwise key, cluster
key, inter-cluster key, and a network key. New session key is
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derived for each session. If i is the current session number,
the session keys used securely exchange messages during this
session is given by the following formula
Kei = Hash(Kx , Kei−1 , M ACi−1 )

(7)

Kai = Hash(Ky , Kai−1 , M ACi−1 )

(8)

M ACi−1 is referred to the message authentication code
of the packets that had been correctly received during the
last session by the entity with witch the key K was shared.
Similarly, Kei−1 and Kai−1 are the session keys used in the
last session for ensuring encryption and authentication during
the last session. As it will be explained later in this paper,
the selected derivation procedure can ensure backward and
forward secrecy of the transmitted data and resilience to node
capture and replication attacks.

C. Keys management procedures
In this subsection, we describe procedure of modifying
the different types of keys due to new nodes deployment or
elimination. Also, we detail the re-keying process that will be
executed to initiate the establishment of new keys when the
validity of the current keys expires.
1) New nodes deployment: When a new node is deployed
in the WSN, it must first create its individual key shared with
the base station using the same procedure as described in the
previous section. The main difference is that the initial key will
be different from the one used in the initial deployment phase.
Indeed, suppose that a new node will be added at the instant t
after the initial deployment. The base station will generate and
configure the node with an initial key Kt . This procedure will
prevent an adversary, that have access to previous initial keys,
to add its own replicated nodes. Once the individual key is
generated and the public value is validated, the sensor follows
the previously described steps to establish the other keys.
2) Nodes elimination and revocation: When a compromised node is detected by the CH, it informs the base station
to invalidate its public key and adds it to the revocation list.
The CH will isolate the compromised node and establish a new
cluster key by eliminating the public value of the compromised
node. Also, the base station will generate and distribute a new
network key using the new cluster key.
3) Mobility Management: The use of public key cryptography approach in the proposed key distribution mechanism
enables an efficient key update even in case of mobile sensor
nodes. We assume that some sensor nodes can move from one
cluster to another with a moderate frequency. The sensor node
should establish a pairwise key with its new CH and participate
in the generation of a new common cluster key using the same
procedures as described earlier. However, the new CH should
verify the validity of the public value of the node that wants
to join the cluster. Also, the old cluster should be informed
that the node has left the cluster to initiate cluster key update.
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4) Re-keying procedure: A global re-keying procedure is
triggered when the number of compromised nodes reaches a
given threshold or the validity period of the generated private
keys expires. New private and public keys should be created
to renew different shared keys. To this end, each sensor node
should reconstruct the key, Kr that will play the same role as
the initial key used in the deployment phase. We have investigated the use of threshold secret sharing techniques to manage
the distribution and the reconstruction of this key. The basic
idea is that every sensor node will possess a partial secret that
can be used to reconstitute the key Kr . However, this cannot
be achieved unless a minimum number of nodes, denoted by t,
collaborate together and assemble their secrets. This approach
has the advantage of maintaining the security of the key if
the number of compromised nodes is less than t − 1. Also,
the re-keying procedure can be initiated if at least t trusted
nodes are still operational in the network. Our proposal uses
the Shamir’s method[29] based on the Lagrange interpolation.
This approach consists in randomly selecting a polynomial
function, f (x) = Kr + a1 x + a2 x2 + ... + at−1 xt−1 mod(Q)
by the base station, where Q is a prime number. We can
notice that, Kr = f (0) and all coefficients of f (x) must
belong to ZQ . For i = 1, 2, ..., N , the secret Si of each sensor
node i is calculated as Si = f (idi ), where idi is a unique
identifier of the node i. Each partial secret must be securely
transmitted to the corresponding sensor node. To this end, the
base station will encrypt every secret Si by the individual
shared key Ki . According to the Lagrange interpolation, f (x),
can be reconstructed by giving t points (S1 , S2 , ..., St ) using
the following formula

f (x)

=


Y x − idj
 mod(p)
Si 
idi − idj
i=1

t
X



(9)

i6=j

Particularly, the key Kr can be reconstructed by applying the
equality


t
X
Y idj
 mod(Q)
Kr = f (0) =
Si 
(10)
id
−
id
j
i
i=1
i6=j

IV. S ECURITY A NALYSIS
The evaluation of the security schemes intended for WSNs
is significantly different from those used in conventional
networks. Indeed, the evaluation criteria should consider the
characteristics of the WSNs deployment and their resource
constraints. In this section we analyze the security level offered
by our key distribution mechanism with regard to four proprieties that reflect the specificity of WSNs: (1) the possibility of
providing backward and forward security for encrypted data,
(2) the resilience to node capture, (3) resistance against node
replication, (4) the vulnerability to energy depletion attack.
A. Backward and forward security
The forward security propriety is to prevent the possibility
to an attacker to predict a future key if he captures a currently
used key. On the other hand, backward security is to preclude
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an attacker from obtaining information about previously used
keys when he can capture the currently used key. These two
proprieties are very important in key distribution schemes
to ensure data confidentiality. To ensure the forward and
backward secrecy, our proposed key distribution scheme is
based on public key encryption paradigm where at each rekeying period the private and public keys of any sensor node
are generated independently of any previously used keys.
Therefore, all symmetric keys established between network
entities are not derived from any used key and are recalculated
based on the newly generated public and private key pairs. In
addition, no future keys must be encrypted by currently used
key to be shared. Moreover, all group communication keys are
modified each time a change in the network topology occurs
in the sensor level or in the cluster level.
B. Node capture
In many applications, sensor nodes are usually randomly
deployed by aerial dropping in large areas. Consequently,
sensor nodes can be easily captured by an adversary, who
can access to their memory content. Security schemes should
maximize the network resilience by minimizing the amount
of information revealed to attacker on non captured nodes.
A sensor node can be accessed either using soft capture or
physical capture. In the soft capture, the attacker tries to
establish a connection to access to the management console of
the sensor node. Many techniques can be used to implement
authentication in administrative mode, such as passwords,
RFID technology, and challenge-response approaches.
On the other hand, a sensor node can be physically captured.
In our case, an attacker can capture either a sensor node or a
cluster head. When an attacker captures a sensor node, he can
access to the individual keys it shares with the base station
and the cluster head, and the cluster key it shares with all
members of its cluster. The later key can affect security within
the cluster and should be modified by eliminating the public
value of the captured node in the key calculation operation.
In addition, the sensor node stores a single part of the shared
secret used to reconstruct the network re-initialization key. To
prevent the discover of this key the number of captured nodes
should not exceed the degree of the polynomial function, t.
Besides, getting access to a cluster head is more critical
than in the case of a sensor node. In this case, the attacker
can access to the individual pairwise key shared between the
cluster head and the base station, all individual keys shared
between the cluster head and each sensor node, the cluster key,
and the inter-cluster key shared with all other cluster heads
and the base station. Therefore, all group communication
keys must be changed by recalculating the keys without the
public value of the compromised cluster head. Also, the cluster
member should establish another individual keys with other
cluster heads.
In addition, several techniques can be used to prevent that
an adversary can access to the content of a sensor or a cluster
head such as triggering of a physical auto-destruction, or a
soft erasing of the content of all memories when an attempt
to access to the sensor is detected. These techniques are
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mainly appropriate for cluster heads which encompasses a
large quantity of information.
C. Node replication
The node replication attack consists in the possibility that an
adversary party can introduce malicious nodes after gathering
information from captured nodes. In this case, the replicated
nodes will try to establish connection with other nodes, cluster
head, or even the base station. These nodes should be detected
and isolated from the network. In the sequel, we describe how
the proposed scheme can resist to cloning attacks according
to different situations.
1) Node duplication at the initial deployment phase: In
this situation, the attacker tries to add new nodes to the
network with copied identities at the initial deployment phase
of the network. The inserted nodes will attempt to generate
private and public keys and establish symmetric keys with
the cluster heads and the base station. The proposed scheme
can guarantee resistance against this attack. Indeed, before
establishing connections in the network any new node should
generate a private key based on its identity and the secret initial
key. All initial keys are eliminated from the memory after the
deployment of sensor nodes, the generation of their private
keys, and the validation of the corresponding public keys.
Consequently, these keys cannot be recovered by capturing
already deployed sensor nodes. Furthermore, the base station
tracks all identities of the deployed nodes and validates and
distributes public keys to all entities requesting the establishment of secret keys. Therefore, unused or compromised public
keys can be revoked by the base station. Consequently, before
establishing any secure connection within a cluster, the identity
of the node is checked and unauthorized nodes can be detected
and eliminated from the network.
2) The replication of an active node or a sleeping node:
In this case the attacker will replicate a number of already
deployed nodes that are either in an active state or in a sleeping
state. We suppose that the attacker will get access to the
private/public key pair of the cloned node. The attacker will
try to affect the copies of the replicated nodes to different
cluster in order to avoid their detection. In fact, if a clone
tries to connect to the same cluster as the original node, it can
be easily detected by the cluster head. This can be performed
by identifying traffic patterns. For example, the cluster head
can notice that two packets are transmitted in a very short
period from the same node identity using two different routes.
In this case, it can either trigger the revocation of the two
nodes or, based on its history, it can detect the false node. Also
the inserted node will not be able to reconstruct the session
keys which are generated in every session based on the packet
transmission history.
Consequently, the clones will try to establish shared keys
with new clusters. In our scheme, we can detect copies of
nodes even in this situation. As it had been previously detailed,
when the new cluster head receives the key establishment
request from the false node. It first consults the base station
to gather information about its original cluster. After that, it
informs the old cluster which verifies the connectivity status
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of the node by sending a beacon message to see if the node
had effectively left the cluster. If it detects that the original
node is still connected to its cluster it will communicate this
information to the new cluster head which isolates the false
node.
3) The replication of disconnected sensor nodes: In this
scenario, the intruder will try to insert duplicated copies of
a node that is disconnected from the network due to some
reason. The replicated nodes are configured with the private
and public keys of the original node. They try to establish
keys with different cluster heads. The main problem in this
situation is that the original cluster head is not able to detect
if the node is still connected to its original cluster or not.
To resolve this problem we use authentication using the last
known session key of the node. In other words, when the false
node wants to establish new secret keys, we will first verify
that the original node is not connected to its original cluster by
applying the procedure described in the last subsection. Then,
the new cluster head will challenge the node by requesting
that is encrypts a given packet using its last session key. The
encrypted message is then sent to the original cluster head to
verify the genuineness of the node. This procedure allows an
efficient detection and isolation of the false nodes even if they
are deployed in many clusters.
D. Energy depletion attack
Sensor nodes are battery based devices with a very limited
life time. Hence, energy management is a very important issue
in wireless sensor networks. An attacker can try a denial of
service by sending many false key establishment requests with
different identities in order to deplete the available energy of a
sensor node. We can classify situations where this attack can
be performed in three classes:
1) Attacks performed during the identification process:
In this situation, a certain number of malicious nodes try to
send an important number of false keying requests to the base
station in order to make intermediate nodes that are relaying
the message, out of energy. One solution to combat this attack
is that when the base station receives a number of false keying
requests from a specific source higher than a specific value, it
will send a message to the neighbors of the source to not relay
any packet from it in the future. The attacking node is therefore
detected and isolated. However, this solution generates false
positives and does reduce completely such an attack.
2) Attacks performed during key establishment between
sensor nodes: In this case, a malicious node will send false key
establishment requests to a neighbor that will execute costly
processing operations that deplete its available energy. Our
scheme can prevent this kind of attacks because sensor nodes
will not perform any costly key establishment operation before
validating the identity and receiving the appropriate public key
from the base station. Also, we can set that if a sensor node
receives a number of key establishment requests with invalid
public keys it will isolate the source of these requests.
3) Attacks performed during data transmission: In this
case, the attacker will try to send an important number of
false encrypted messages where the destination will apply the
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costly power consuming and unnecessary decryption procedure. This can dangerously reduce the available energy of the
sensor node. One solution for this problem is that the base
station stores a profile for each sensor node transmission. The
profiling operation can be based, for example, on transmission
frequency and sampling. If a transmission deviates from a
given profile by a certain threshold, the base station will order
the neighbor nodes of the source to not relay any new packet
from it.
V. P ERFORMANCES A NALYSIS
In this section, we assess the performance of the proposed
key distribution scheme in terms of scalability, key storage
requirement, communication overhead and computation power
cost.
A. Scalability
The scalability is the ability of the scheme to maintain
an acceptable security level regardless of the network size.
This is very important is wireless sensor networks that usually
encompass a very large number of sensor nodes. To be scalable
the number of encryption keys managed by each sensor must
not extensively increases when the number of nodes increases
in the network. This is due to the limited storage capacity of
sensor nodes.
The designed key distribution system is fully scalable
because it is based on public key encryption that provides
an effective security independently of the number of nodes
deployed in the network. In addition, the hierarchical topology
ensures the scalability of the communication process and
optimizes the resource consumption in the network.
B. Key storage requirement
To provide security for data transmission, in any key distribution scheme, each sensor node should store and manage
a specific number of keys in its memory. Due to the large
size of WSNs and the limited memory capacity of sensors,
the amount of the consumed memory, needed for storing keys
is a very important parameter. In our scheme, every sensor
node should store very limited number of keys. These are the
private key, individual key shared with the base station, an
intra-cluster pairwise key established with the cluster head, a
cluster key, and the network key. Also, in case where a sensor
does not have a direct connectivity with the cluster head, it
should share individual keys with the neighbors that are closer
to the cluster head to relay transmitted packet. Although, the
number of these keys will depend on the connectivity level of
the cluster, it will be very limited. Typically, a sensor node will
need to set shared keys with two of its neighbors in order to
ensure communication reliability. Consequently, by using an
appropriate clustering model, the storage capacity required to
manage the encryption keys in each sensor node will decrease.
On the other hand, the cluster head will need higher
storage capacity than sensor nodes. Indeed, in addition to the
encryption keys managed by normal nodes, this device should
store an individual pairwise key with each sensor belonging
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to the cluster. Furthermore, it should set an individual key
with neighbor cluster heads and manage the intra-cluster key.
For this reason, cluster heads should be equipped with higher
storage resources. The amount of needed memory capacity
will depend on average number of sensor that can compose
the cluster.
Besides the few number of keys generated by the proposed
scheme in each sensor, the use of elliptic curve encryption
reduces the keys size. The public keys managed in every node
have a size that is almost similar to that of secret encryption
keys. This contributes also in decreasing the memory occupancy needed for storing keys in each sensor bonging to the
wireless sensor network.
C. Communication Overhead
The communication overhead is referred to the number of
exchanged messages needed to achieve keys establishment
between different entities of the network. This parameter is
very important in WSN due to the fact that communication
procedures are the most energy consuming tasks. Therefore,
an efficient key distribution scheme should minimize the
communications required to share different kinds of keys
while ensuring an acceptable security level and effective data
management procedure by enabling the in-network processing
capability.
In the proposed key distribution scheme, each sensor node
needs to exchange two messages with the base station to
validate its public key and generate the individual pairwise key.
Three other messages and an acknowledgment are required to
establish intra-cluster pairwise key with the cluster head and
the cluster key. A last message and an acknowledgment are
exchanged between the sensor node and the cluster head to
share the network key that is sent encrypted with the cluster
key. These communication messages should be exchanged
independently of the network size and connectivity.
Moreover, each sensor that has not direct connectivity with
the cluster head should share keys with neighbors that can
relay its packets. This will generate the need for exchanging
at least two packets per neighbor to retrieve the public keys
of the nodes. However the number of these messages will be
very limited and can be significantly reduced if the number of
clusters and their deployment is chosen adequately.
Withal, the mobility of nodes or the deployment of new
nodes can require extensive exchange of messages to perform
group keys update between the cluster heads. However, this
is less critical because this devices are supposed to have
sufficient energy to sustain these operations.
D. Computation power requirement
Another performance parameter for any key distribution
scheme is the computation power required to perform key
distribution. Indeed, sensor nodes are tiny devices that are
endowed with a cheap processor having a very limited processing capability. In public encryption scheme, the most
complicated operations are the computation of the public keys
and the establishment of shared keys using the Diffie-Hellman
elliptic curve key exchange procedure. Arithmetic operations
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Table I
S IMULATION PARAMETERS
Parameter
Number of sensors
Packet size
Acknowledgment size
Private, Public keys length
Symmetric key length
Transmitting energy
Receiving energy
ECC private, public key setup energy
MAC computation energy (SHA1)
Encryption/Decryption energy (AES)

Value
100-1000
36 Byte
12 Byte
160 bits
128 bits
59.2µJ/Byte
28.6 µJ/Byte
22 mJ
5.9µJ/Byte
1.62/2.49 µJ/Byte

in the elliptic curve Galois Field are shown to have little
complexity compared to conventional public key encryption.
Furthermore, sensor nodes execute a very limited number of
these operations which are triggered during initial deployment,
topology changes, and re-keying procedure. This is due to the
clustering topology adopted in our scheme where the sensor
node will share keys with only the base station, its cluster head
and a very limited number of its neighbor nodes belonging to
the same cluster.
However, the re-keying procedure can have also an extensive
computation cost. In this case, the sensor should recover the
re-initialization key after collecting t − 1 partial secrets. This
operation depends on the threshold t that must be appropriately
selected to make a trade-off between security and computation
complexity.

VI. P ERFORMANCE E VALUATION
In this section we assess the performance of the proposed
scheme with regard to the required key storage capacity,
communication overhead, and energy consumption. In a first
set of simulations, we compare the performance of the proposed security to LEAP [18], [22]. In the second the part of
the performance evaluation work we assess the scalability of
our scheme by evaluating its performance with regard to the
number of clusters for different network sizes. Finally, the last
set of simulations is devoted for evaluating the performance
of the re-keying procedure.
To this end, we developed a simulation model using the
Matlab tool. We consider a clustered topology and we compute
performance parameters by varying the number sensor nodes.
The number of cluster in each topology is taken as : M =
d0.05 ∗ N e where N is the number of sensor nodes. In the
implementation of the simulation model we used the values
given by table I.
For each number of sensors we generate 5 topologies,
and we compute the memory occupancy, the communication
overhead, and the energy consumption needed to establish keys
for every network. The final results are obtained by taking the
average on all values measured for all generated topologies.
The maximum number of topologies (5) is selected based on
the observation that this value guarantees a confidence interval
of more than 90%.
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Fig. 2. Memory occupancy
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Fig. 3. Communication overhead

A. Comparison with the LEAP protocol
We compare the performances of our scheme to those
of the LEAP scheme[18], [22] which implements the innetwork processing concept but using symmetric pairwise
key pre-distribution paradigm. In each simulation, we execute
the proposed elliptic curve public key cryptography based
approach, denoted as ECPKC, and the LEAP scheme, on a
set of randomly generated topologies composed of a number
of sensors with one sink node.
Figure 2 depicts the required storage capacity for managing
key distribution in the proposed ECPKC. We can notice that
our scheme has remarkably reduced memory occupancy when
compared to the occupancy of the LEAP protocol. Moreover,
the needed storage capacity of our scheme varies almost
linearly with the number of sensor nodes. However, for LEAP,
it increases rapidly with the number of sensor nodes. This is
due to the fact that in our scheme, each sensor node manage a
limited number of public/private keys and symmetric keys that
are shared with the base station and the cluster head. Also,
each node shares several symmetric keys with its neighbors
that can not directly reach the cluster head. On the other hand,
in LEAP the number of keys that must be stored in each node
depends on the number of its neighbors, since a one pairwise
key and a cluster key should be shared with each neighbor
node. Consequently, the number of needed keys will increase
with the density of the network.
The same observation can be formulated for the communication overhead presented by Figure 3. In our the ECPKC
approach the sensor nodes will initiate key exchange procedure
with the base station, the cluster head, and a limited number
of its neighbor nodes. This, decreases the number of messages
needed to establish shared keys. Also, the proposed group key
establishment procedure requires only the exchange of one
packet and an acknowledgment between the sensor node and
its cluster head.
An important parameter for any key distribution scheme
is energy consumption. Figure 4 shows the total energy
consumption of the proposed scheme compared to the energy

Fig. 4. Energy consumption

consumption of the LEAP scheme. It can be observed that
elliptic curve based scheme needs less energy and that it varies
linearly with the number of sensor nodes. This can ensure the
scalability of our scheme to large scale networks.
B. Evaluation of scalability
In this subsection, we evaluate the scalability of the proposed key distribution scheme. To this end we measure variation of the memory occupancy, the generated communication
overhead, and the consumed energy in function of the number
of clusters for different network sizes. The simulation results
are depicted by Figures 5,6, and 7. We can observe that the
needed storage capacity, the communication overhead, and the
overall energy consumption of our scheme decreases very fast
with the increasing in the number of clusters that compose the
network. Also, we can notice the existence of an optimal value
for the number of cluster from which the performances become
almost constant. This value is around 5% of the number of
nodes composing the network. This can be explained by the
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Fig. 5. Variation of memory occupancy in function of the number of clusters
for different network sizes

Fig. 7. Variation of energy consumption during key establishment process in
function of the number of clusters for different network sizes

Fig. 6. Variation of the communication overhead needed to establish keys in
function of the number of clusters for different network sizes

Fig. 8. Variation of the communication overhead in function of the re-keying
period for different threshold values

fact that when we divide the network in a higher number of
clusters the number of sensor nodes that can connect directly
to its cluster head increases. However, the limit is reached
when all nodes of the network can be directly connected to
its cluster head without any relay. This corresponds to the
aforementioned optimal value of the of clusters.
C. Evaluation of the re-keying mechanism
In this subsection, we present results of simulation work
conducted to the evaluate the re-keying procedure of the
presented scheme that is based on threshold secret key sharing
technique. In these simulations the number of sensor nodes
composing the network is fixed to 1000 nodes which are divided into 50 clusters. We assess the communication overhead
and the energy consumption variation in function of the rekeying period for different values of the threshold t. We execute each simulation during 3600 minutes. At the end of every
re-keying interval every sensor node will share its individual
secret with t − 1 nodes to recover the re-initialization key, Kr

and after that it executes the key establishment procedure of
our scheme. Figures 8 and 9 present the simulation results. We
can notice that increasing the re-keying interval contributes
to decreasing the communication overhead and the energy
consumption. However, for a re-keying period higher that 30
minutes the variation of the performance parameters becomes
almost linear. This values can be considered as an optimal
values for the re-keying period. We can see also that when
the threshold value increases the communication overhead
increases. Nevertheless, the variation is less important for the
energy consumption parameter.
VII. C ONCLUSION
Key distribution and management in WSNs is much more
difficult to achieve than in classical networks owing to the resource constraints, important number of nodes, and the lack of
infrastructure support. Consequently, tailored key distribution
schemes need to be developed taking into consideration the
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Fig. 9. Variation of energy consumption in function of the re-keying period
for different threshold values

limited computation capability, the little storage capacity and
the finite energy of sensor nodes. In this paper, we addressed
key management problem in WSNs. We proposed an elliptic
curve public key cryptography based key management scheme.
Our scheme is able to ensure secure sharing of many types
of keys in each level of the network topology. Particularly, it
uses elliptic curve Diffie-Hellman like key exchange procedure
to establish pairwise keys between the sensor node, the base
station, and its cluster head. Also, a group key establishment
protocol was proposed to create a cluster key used to secure
communication within each cluster and an inter-cluster key
used to secure message exchange between the cluster heads
and the base station. These keys, enable in-network processing,
which improves message transmission efficiency and resources
usage in the WSN. Furthermore, the proposed approach enables re-keying procedure based on the concept of threshold
secret sharing mechanism. Security analysis and performance
evaluation using simulation works showed that the ECPKC
mechanism ensures an enhanced security level while reducing
the required storage capacity, communication overhead, and
energy consumption which enables an efficient and scalable
implementation of our scheme in large scale WSNs. Finally,
developing a strong authentication method for broadcast traffic
based of the proposed key distribution scheme and ensuring
adaptive security in WSNs can be envisioned in a future work.
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