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Abstract— The growth of both IT technology and the Internet 
Communication has involved the development of lot of encrypted 
information. Among others techniques of message hiding, 
stenography is one them but more suspicious as no one cannot 
see the secret message. As we always use the MS Office, there are 
many ways to hide secret messages by using PowerPoint as 
normal file. In this paper, we propose a new technique to find a 
hidden message by analysing the in PowerPoint file using EnCase 
Transcript. The result analysis shows that Steganography 
technique had hidden a certain number of message which are 
invisible to naked eye. 
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I. INTRODUCTION 
Development of Internet and IT technology have opened a 

lot applications to facilitate the information transaction via 
Internet using computers and mobile devices. With the 
ubiquitous features, a wide range of information can be 
accessed and thus, information security is very important.  In 
addition advanced techniques in hiding information 
technology are becoming diverse, and representative 
technology is a steganography. Steganography technique is 
mainly based on hiding a text, audio, and image, in addition of 
movie [1], embedded in a chosen file. Usually it is hard to 
figure out hidden message if not you need to use the same 
application that was used to encrypt the hidden message. 

 Nowadays, secret message can be hidden using program 
function and can be sent to the destination (people, or 
elsewhere). In accordance with examples of using MS Office 
PowerPoint overlaps the picture and leave a message hidden 
in the picture, place or by modulating the hyperlinks or the 
sites that are connected to different physical, font colour, etc., 
using compulsory to hide. In this paper, using the EnCase we 
analyse PowerPoint MS Office file in order to find out hidden 
message by stenography techniques 

II. RELATED WORK 
For investigation purpose and professional work, it is very 

important to use digital forensic tool instead of an application 

data. For instance the data is the name of the person who 
created the document, the contents may be harmful to the user, 
such as a summary of the document and may be immoral or 
illegal. In case of forensic investigator all data should be 
extracted and can be analysed. If any harmful is caught then 
the investigation should proceed. According to Byers, hidden 
message was found in each file of 100,000 MS Word collected 
document files at random 

A. Previous research(MS Office 2003, 2007) 
The official name of PowerPoint (MS) was micro post 

Office PowerPoint. PowerPoint allows the information based 
on the product, service, integrated solutions to one effective 
work [2]. In 2007, A. Castiglione et al. [3] presented a 
research report on digital forensic and steganography where 
they mentioned that earlier versions of MS Office 2003 can 
hide message. Furthermore, B. Park et al. revealed that MS 
Office 2007 can hide message [4].  

Nowadays, the hiding techniques from MS Office has 
evolved because, program function can be used to hide 
message such as: text points, image overlaps, the image size, 
font color, background color, etc.) and also it has been known 
that it not easy to find out that hidden message. 

B. Steganography 
Steganography algorithm one of the art of hiding a message, 

has come back to the researchers attention during the past few 
years as it can be a very efficient way to increase the security 
of a system. It can be used both on its own, in systems which 
can benefit from hiding data but do not need encryption or 
other forms of security, and combined with another security 
method. The most used combination is that of steganography 
and cryptography. Both methods can be sufficient used 
separately, each according to what is needed in a certain 
context. However, sometimes, complex systems might benefit 
from the usage of two such methods. For example, an 
encrypted message might be seen by a third party and even 
though without the proper keys, decryption would be hard, 
someone would still know we are sending encrypted messages. 
In many cases this could be considered a breach in security. 

729ISBN 978-89-968650-7-0 Jan. 31 ~ Feb. 3, 2016  ICACT2016



However, hiding the encrypted message within a text file, or 
an image could increase the chances of that message never 
being intercepted. Thus, the usage of steganography comes in 
useful. Another scenario in which we can add steganography 
is to hide the keys being sent to users - either the private keys 
they will use for decryption or those used for digital signatures, 
which is also the case in the present paper. These algorithms 
can be very secure from a computational point of view and 
once the message is encrypted, or signed respectively, 
decoding it becomes almost impossible. However, if the keys 
are intercepted the security of the system becomes 
compromised.  

In the digital signature algorithm we can see two situations 
in which steganography can be useful. For both situations we 
used image steganography with the least significant bit (LSB) 
method[4-7]. It is probably the best known steganography 
method as it covers its requirements perfectly: to hide data so 
that the changes in the original image are not visible to the 
naked eye. The method is also rather easy to use as it does not 
take a lot of processing time, it does not slow down the system. 
For all these reasons we considered the least significant bit 
method to be perfect for our system. The digital signature 
module is used for role definition and access control and the 
algorithm used is robust and safe even when used on its own. 
For this reason, we needed to hide the keys in a way that is 
efficient, yet simple, so as to not overload the system with this 
operation. 

 

C. Transcript 
The Transcript view is also an integration of Stellent Inc.'s 

Outside In Technology. This view suppresses file noise, such 
as formatting and metadata. The text displayed within this 
view is text that is typically indexed for search by the indexing 
engine. Any search hit or bookmark will appear in both the 
Doc and Transcript view[8]. 

 

III.  ANALYSIS OF INFORMATION HIDING TYPE  
In this section, we describe how to find out the type of 

information hidden in PowerPoint. In this experiment analysis, 
we have used programs such as EnCase v7 and MS 
Office2013 and we use default function from PowerPoint 
during information and the analysis of hidden information has 
been done by EnCase Transcript. 

A. Typical analyses : images and text boxes 
In this subsection, the images and text boxes shown in 

Figure 1 and Figure 2. describe how the EnCase Transcript 

finds out the images and results in the PowerPoint slides. 

 
Figure 1. 2 Image Transcript 

 

Figure 2. 4 Image Transcript 

In Figure 1 two images are in the right side, and three text 
box. Figure 2 shows an image consisting of four images and 
five text boxes. In addition, in Figure 1, the text box (CPU and 
GPU) are observed in Transcript on left side displayed on line 
48. Similarly, Transcript each image is displayed in line 45 
and 47(yellow colour: 45, 47). Figure 2, two additional text 
box and two images are displayed, Transcipt on left side has 
added also the lines (49-52). 

B. Analysis of overlap image 
This case describes a hidden image in the red box where in 

Figure 3 below, the left (blue box) showed the original image 
but the images in the right (red box) has been overlapped. 

From the Transcript analysis in left side, it is reported that 
there is four images instead of three as displayed in slide.   
The yellow lines (45, 47, 50, 51) has been confirmed that the 
four images by Transcript analysis. As result, if any image is 
added to the slide, Transcript also will add a more line in left 
side. Consequently, it is visible from the Transcript analysis 
that there is one hidden image.  
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Figure 3. Normal image (blue) and overlap image (red) 

C. Similar Background colour with Text Box Color 
In this subsection, we describe a hidden message by 

changing background colour to the text box.  Before changing 
the background colour Transcript can display the text box 
message in the left side as shown if Figure 4 .Therefore, the 
colour is changed in Figure 5 and result analysis is given by 
Transcript. 

 

 
Figure 4. Transcript Analysis: “Font color white" in left side 

In Figure 4 we can observed the message from the text box 
message is: "Font color white" and Transcript is displaying the 
same message in the left side to the line 52. 

 

 

Figure 5. After changing text color 

In Figure 5 the text box message is the same as in Figure 4: 
"Font color white" but the color is changed to the similar 
background color. As result we have a hidden message in 
Figure 5. In the view of a naked eye, it is not impossible to see 
the hidden message as described we can only observe 3 
imaged and 4 text boxes. To find the hidden message in this 
particularly case is really very hard.  Therefore, it now time to 
require Transcript analysis in order to discover the hidden 
message.  

D. Fake hyperlinks 
Figure 6 shows how to fake hyperlink. As described in 

Figure 4 and 5 the method of hidden information from text 
box by changing background color can be applied to hyperlink 
embedded into the slide. Normally, hyperlink function is to 
direct to the website in order to get more information. But for 
hidden purpose someone can change from real website to 
wrong one. In case of Figure 6 the displayed hyperlink in slide 
shows: "http://www.image.com" but in reality the direction of 
to the link is "http://www.google.com".  

 

 

Figure 6. Transcript : hyperlink 

Therefore, Transcript analysis is reporting different view as 
we can observe in the left side. The link address displayed in 
the slide is also seen by Transcript (line 53: 
http://www.image.com), we can see a second Link Address 
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(Line 52: http://www.google.com) which is not displayed in 
the slide of the right side.  

As result Transcript proof that there is a hidden message 
which can be a text box or hyperlink address that has been 
changed or faked. 

 

IV. CONCLUSIONS 
In this paper, we conducted a research where analysed 

types of hidden information in the PowerPoint using the 
EnCase find out hidden message. In addition techniques of 
hiding information using PowerPoint were described and 
comparison result from the Transcript analysis  showed that 
steganography techniques has been utilized to hide the 
information in the PowerPoint file. 

Furthermore, we have analyse a case of information hiding 
type using hyperlink where the displayed hyperlink does not 
direct the real website. Also we have discussed about overlap 
images, change of background color in regards with text box 
message. 

Finally, the results from all experiment have revealed that 
nowadays steganography techniques can be applied to 
PowerPoint file in order to hide messages but Transcript 
analysis always has been useful tool to detect and discover the 
hidden message. In the near future, the PowerPoint will be 
very useful for digital forensic.  
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