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Abstract—As ransomware has increased in popularity, its creators are using our fears to their advantage. The rapid proliferation
of ransomware attacks indicates the growing tendency of ransomware-as-a-service (RaaS) and the integration of hacking weapons.
This paper presents the analysis of the infamous WannaCry ransomware, which is one of the most propagated and damaging
malware in 2017. The anatomy of ransomware attacks is discussed to understand the multi-phased execution of WannaCry,
including the deployment, installation, destruction, and command-and-control. The chain of WannaCry’s execution comprises
several hacking weapon components. WannaCry not only embeds the binary in the resource section for multi-phased execution, but
also implements a strong encrypting algorithm and a key structure. A reverse engineering analysis of each component, along with the
network analysis of WannaCry’s exploits offers an insight into the inner design of WannaCry. The observations of this research
contribute to recent security systems and future defense strategies.
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