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Abstract—Sniffers are among the commonest appr oaches for
capturing network traffic activities and collecting digital
evidences in cybercrime investigations. The ubiquity of instant
messaging (IM) apps on smartphones has provided criminals
with communication channels that are difficult to decode.
Moreover, investigators and analysts of cybercrimes are
encountering increasingly large datasets. To combat criminal
activity, law enforcement agencies (LEAs) often rely on
call-record analysis. In this paper, cybercriminals are
investigated by network forensics and sniffing techniques.
Retrieving valuable information from specific IM apps is
difficult becausethe criminal’s | P addressrecords are not easily
recognisable on the Internet. Here, a criminal’s identity is
located more effectively by a packet filter framework that
isolates the WhatsApp communication features from huge
collections of network packets. A rule extraction method for
sniffing packetsis proposed that retrievestherelevant attributes
from high-dimensional analysis based on geolocation and a pivot
table. The utility of this methodology isillustrated on real-time
network forensics and a lawful interception system in Taiwan.
The methodology also meets the | SO/I EC 27043:2015 standards
of fear, uncertainty, and doubt avoidance. Besides supporting
LEAs in discovering criminal communication payloads,
prosecuting cybercriminals and bringing them to justice, it
impr oves the effectiveness of modern call-record analysis.
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I. INTRODUCTION

WhatsApp is a cross-platform application enabling instant
communications on electronic devices such as smartphones,
tablet computers and personal computers. More than 1.5
billion active WhatsApp users were estimated in December
2017 [11]. The worldwide popularity of WhatsApp is
attributable to a range of attractive features at low
subscription cost. New features allow people to group chat
and send texts, pictures and other multimedia elements along
with their messages. Since WhatsApp was acquired by
Facebook in 2014, more users have communicated through
this platform by the snowball effect [11]. Unfortunately, the
convenience and high functionality of WhatsApp has
facilitated effective and secret communications among
criminals. The present study attempts to recognise WhatsApp
communication features among huge collections of network
logs and packets, and thereby locate criminal activities more
effectively. Discovering criminal communication contents
among vague connections helps law enforcement agencies
(LEAS) to better filter criminal activities.

Call-record analysis ranks among the critical criminal
investigation strategies of LEAs. Call records provide
important information for crime-scene investigations, such as
the dates, times, and lengths of outgoing and incoming calls
[1]. However, the ubiquity of instant messaging (IM) apps on
smartphones has provided criminals with communication
channelsthat are difficult to track by traditional investigation
technologies. Nowadays, most criminals communicate
through IM apps rather than voi ce phonesto prevent detection
by LEAs. Identifying a cybercriminal without the help of
foreign authorities is difficult on the Internet, which provides
complete anonymity and privacy and consequently hinders an
investigation [2]. New techniques for analysing modern call
records are urgently required.

The main difficulty of retrieving valuable information from
specific IM apps is filtering the massive volume of network
connection records on the Internet. Raw data captured from
the Internet are full of packets produced by different apps
fromvariousdevices, each with differing protocols, ports, and
connection frequencies. Moreover, smartphones can establish
connections through different network interfaces. Despite the
challenges of retrieving call records or network connection
logs from smartphones, Internet data provide more advanced
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and detailed information than traditional phone records. For
example, the geographic information system or Internet
protocol (IP) address reveals the cal locations, while the
captured network packets provide the multimedia content of
the communi cations.

The remainder of this paper is organised as follows.
Section 2 reviews packet analysers, the Voice-over Internet
Protocol (VolP), and WhatsApp. Section 3 describes the
research design. Section 4 proposes a cybercrime
investigation framework of network traffic compliant with
ISO/IEC 27043:2015, and experimentally demonstrates its
effectiveness. The last section concludes the paper and
suggests ideas for future work.

I1. LITERATURE REVIEW

A. Packet Analysers

Packet analysers are widely applied to raw-traffic anaysis,
attack detection, sniffing and network troubleshooting in the
network security field [6]. As shown in Fig. 1, a packet
analyser performs several functions [3]: reverse engineering,
storing and accessing packets, detecting improper data
transfer, monitoring network statistics, assisting intrusion
detection systems, and handling network problems. Packet
analysers can play different roles in various applications.
From a moral perspective, packet analysers assist with
security audits of data packets; for network administrators,
they provide diagnostic tools for network problems.
White-hat hackers study the reports of packet analysersto find
vulnerabilities in software applications, and thereby issue an
early warning before cyber-attackers can launch serious
attacks. Protocol devel opers use packet analysersto diagnose
protocol-related issues. Packet analysers can also be used in
immoral ways, for example, inspecting packet payloads to
decrypt passwords or sniffing traffic to deploy a
man-in-the-middle attack. Packet analysis is the process of
capturing and interpreting live data flowing across a network,
and hence understanding the network dynamics. Most packet
analyses are performed by a packet sniffer, which capturesthe
raw network data traversing wires or wireless interfaces.
Packet analysis can help with understanding the network
characteristics, determining who or what is utilising the
available bandwidth, finding unsecured and bloated
applications, identifying summit network usage times, and
detecting malicious activities.

Packet-sniffing programsare varied in type, and can be free
or commercial. Each program is designed for different goals.
A few popular packet-analysis programs are Tcpdump,
OmniPeek, and Wireshark. Tcpdump is a command-line
program, while OmniPeek and Wireshark have graphical user
interfaces (GUIs) [10]. Wireshark, one of the most
well-known open-source packet analysers, provides both an
easy-to-use GUI and a command-line utility with very active
community support [7]. It also supports offline and online
modes for flexible capturing operations. The features of
Wireshark are live-packet capture, a user-friendly GUI and
command-line interface, data filtering, GNU open-source
software, generation of various statistics, and decoding of sets
of protocols[7] (see Fig. 2).
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Fig. 2. Features of the Wireshark packet sniffer

B. VolP and WhatsApp

1) VolP

Vol P, which sends voices over an | P-based network, totally
differs from circuit-switched public telephone network [8].
Whereas circuit switching allocates resources to each
individual call, IP networks are packet switched. Each packet
is semi-autonomous, with its own |P header and forwarded
separately by the routers. VolP manages the signalling,
set-up, and tear-down of calls by session control and
signalling protocols. It cooperates with several protocols such
as Session Initiation Protocol, H.323, Session Description
Protocol, Real-time Transport Protocol, and Inter-Asterisk
eXchange. A traditional system requires much control
signalling to accomplish the various tasks, but Vol P collects
these signalling messages and places them inside | P packets.
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It is worth mentioning that because an IP can and does run
over amost al types of low-layer communication
architectures, Vol P can as well. Researchers can compare the
topologies of different Vol P architectures, and can short-list
the basic skills required to work on VolP and traditional
telephony. Both Vol P and telephony serve the same functions
with the same equipment, but using different techniques with
completely different sets of protocols[3].

2) WhatsApp

Network sniffing is a vital strategy in modern crime
investigation [1]. With the rapid evolution of the Internet,
communication has transformed from traditional phone
calling to network-based Vol P interactions. The low cost and
interactive features (with delivery of multimedia elements) of
IM applications have encouraged a large number of users to
almost abandon traditional phones. The most commonly used
feature of WhatsApp isvoice calling. When auser startsacall
to a private IP address behind a network address translation
(NAT) firewall, the packet routing should be assisted by a
STUN (Session Traversal Utilities for NAT) protocol, which
allows the end computer to discover the public IP address,
and permits NAT traversal of real-time voi ces, messages, and
other interactive communications [9]. The anonymous nature
of the Internet limits the abilities of LEAS to monitor the
communications of criminal activities. Therefore, efficient
network sniffing technologies are demanded for cybercrime
investigation.

3) ISO/IEC 27043:2015

The purpose of network sniffing is to discover criminal
activities. To bring criminals to justice, the integrity of digital
evidence should be maintained by proceduresthat collect and
analyse network packets. The 2015 ISO/IEC 27043 standard
provides readiness, initidlisation, acquisitive, and
investigative guidance for crimina investigations [4].
However, the 1SO standards have been rarely applied in
practical solutions. This study simulates a network sniffing
scene that collects packets between the victim and suspect
following the recommendation processes in |SO/IEC 27043;
2015. The present paper demonstrates the framework of the
network sniffing strategy for LEAS operating under lawful
interception warrant procedures.

1. RESEARCH DESIGN

This paper simulates the communications between the
victim and suspect, and extracts the likely incriminating
features in the communication. Using these features, it
proposes filtering rules by which LEAS can effectively target
suspects in WhatsApp packets. Our research design
comprises four phases. data collection, data preparation,
feature recognition, and result evaluation (see Fig. 3).

A. Research Experiment

The sniffing of WhatsApp voice calls, collection of IP
address information, and persona identification of the
WhatsApp application target, were conducted in a controlled
environment.
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1) Software Environment

Within the experimental environment, the transmission
time and packet size were controlled by varying the
bandwidth and traffic congestion. All devices were initialy
configured as follows[5]:

a) Victim: Cellphone at Domain A

® Android Operating System v5.0
® WhatsApp Ver. 2.17.146

b) Investigator: Computer at Domain A

® Wireshark v2.2.5

@ \Windows 10.0.14393

® Excel 2013

@12 Analyst’s Notebook 8 v8.5.5

® NodeX L Basic Excel Template 2014

c) Suspect: Cellphone at Domain B

0i0S10.3.2
® WhatsApp Ver. 2.17.146

2) Participants

The experimental participants included a victim, an
investigator and a suspect (Fig. 3). Domain A was configured
by the investigator or the victim. Domain B was used by the
suspect, criminal, or target. All communication packets were
sniffed by Wireshark.

Domain A
1, Data Collection

;
-

' Investigator

BpR

2. Data Preparation

Victim . -

|,

4

fa

Domain B

3. Feature Recognition

Suspect

4, Result Evaluation
Fig. 3. Research design

B. Experimental Phasesin the Research Design

The four experimental phases in our research
design are discussed below.

1) Data Collection

The hotspot of theinvestigator computer in Fig. 3 shared its
network connections with the victim's cellphone. The
researchers monitored and eavesdropped (by copying) the
traffic to and from the investigator's computer. The
eavesdropping included the packets from the victim’s phone
to the Internet. By setting a midpoint in the investigator host,
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the researchers were able to use Wireshark, capture all
network traffic, and investigate the criminal behaviour along
the victim—suspect route. Routine data transmission was
prioritised over the copying process. This priority might have
caused dropped Ethernet frames when collecting the
incriminating evidence.

2) Data Preparation

To capture general traffic, the researchers installed the
packet-sniffing software, configured the network interface
controller (NIC) in promiscuous mode, and collected all
network traffic addressed to the MAC address of the NIC.
From the collected data, the researchers could overview the
WhatsApp performance and tentatively identify the suspect.
For this purpose, the data passing through the investigator
computer were captured and analysed, then presented in an
easy-to-read format.

3) Feature Recognition

Common tools for collecting network traffic, such as pcap
(for Unix-like systems) and libcap (for Windows systems),
collect thousands of small data packetsthat are sent acrossthe
Internet. Such numerous small packets can be difficult to
navigate. The main purposes of the present study are listed
below:
©® Assess the overall traffic flow through the network
® Exactly copy the network traffic for predictive analysis
@ | dentify how WhatsApp applications generate the Vol P

traffic
@ | dentify the IP address of the suspect WhatsApp user
@ Highlight the features of the WhatsApp packets in the

suspect’s |P address

4) Evaluation Results

We monitored only the traffic to and from the investigator
computer. While two users conducted voice calls through

Initialization

Readiness

Satup a hub or mirror
portin a switch
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WhatsApp, the researchers assumed that the Wireshark
deployment node was lawfully intercepted by the warrant
procedures of the victim's agreement. To start a sniffing
procedure, the investigator computer must be on the same
network as the sniffed cell phone. Packets can be very useful
for tracking suspects or offenders in cybercrime
investigations.

V. PROPOSED CYBERCRIME INVESTIGATION FRAMEWORK OF
NETWORK TRAFFIC

The storage and handling of network traffic requires the
processing of massive numbers of packets, maintaining the
integrity of the digital evidence, and preserving the digital
evidence during the investigative period. These requirements
present significant challengesfor LEAs. The ISO/IEC 27043:
2015 international standards provide instructional guidance
for the readiness, initialisation, acquisitive, and investigative
processes. Our network-based sniffer framework helps to
address the above challenges and formalises what should be
logged for an appropriate cybercrime investigation.

A. Materials and Methods

The collected digital evidence should increase the
conviction rate and restore the truth. The following
standardised procedures are vital to the validity and reliability
of the collected digital evidence. The network-based sniffer
experiments in this study were based on the | SO/IEC 27043:
2015 international standards of incident investigation
processes. The various process classesare shownin Fig. 4 and
discussed below.

Acquisitive Investigative

Understand

Find the baseline
operation

Explain the relevance

Create digital evidence

Preserve

Locate digital evidence
and calculaie MD5 Value

Fig. 4. Network-based sniffer framework for cybercrime investigation
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B. 1SO/IEC 27043:2015 Process Class

In recent years, network sniffing in criminal investigations
has been conducted under lawful interception warrant
procedures. Network sniffing poses great challengesto LEAS
because unlike traditional call interception, it lacks any
systematic procedure. The network sniffing framework
proposed in this study is guided by the ISO/IEC 27043: 2015
standards. In particular, it follows the ten steps in ISO/IEC
27043: 2015 to preserve the integrity and prevent damage of
the digital evidence. LEAs can adopt the framework as a
standard operation procedure to facilitate an efficient network
traffic analysis.

1) Readiness Process Class

a) Plan

The plan phase consolidates the scope and purpose of the
investigation. Using Wireshark, the researchers captured all
network traffic along the victim—suspect route. The
WhatsApp network traffic was sniffed to identify the calling
and receiving phones. The personal computer was configured
asahotspot for sharing network connectionsto the cell phone,
and as the node for capturing the network packets utilised by
Wireshark. The study included the detailed routing
information, such asthe | P address, protocol, time, and packet
length. The investigative tasks were assisted by careful
planning.

b) Prepare

Network sniffing is an interdisciplinary process. The team
members responsible for this task should possess knowledge
of packet analysis, technology devices construction and
crimina investigation. Therefore, LEAs should provide
multi-domain training courses for their team members. Good
preparation ensures that criminal investigators can cope with
various crime senses. Oncethe collection processis complete,
the dataintegrity can be documented by the MD5 value of the
pcap file, and the data can be preserved on a write-only
medium [1].

2) Initialisation Process Class

a) Respond

One law enforcement strategy in criminal investigations is
a dedicated middle node for packet sniffing. To this end, we
set up a network sniffing framework that efficiently responds
to a crime case. To handle the massive volume of network
packets on the Internet, we erected a hub or mirror port in a
switch that probed the routing nodes containing the targeted
WhatsApp connections. The collected information provides
LEAs with quick responses to various crime scenes.

3) Acquisitive Process Class

a) Identification

LEAs should convert the huge number of Internet packets
to readableinformation. To identify thecriminal activities, we
imported the connecting information to the pivot table.
Having identified the facts of the crimes, LEASs can process
the investigation by various systematic approaches.
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b) Collection

Internet packets were collected by Wireshark software. The
collector should be placed en-route between the caller and
receiver. Under the lawful interception warrant procedures,
the network sniffing node should be the Internet data centre
owned by either caller, or the telecommunication service
provider of the receiver.

c) Acquisition
Having confirmed the sniffing nodes, the LEA should
deploy the packet analyser that collects the network packets.
Most of the packet analysers store the packets in their own
formats. To analysethe payload information more effectively,
we imported the files produced by various packet analysers

into a normalised database table using
extract—transform-oad tools.
d) Preservation
Digital evidence is commonly acquired by live

investigation or dead forensics. Live investigation is
conducted on a system running at the scene, and dead
forensics is usually performed in a trusted laboratory
environment. In both investigation modes, the data should be
preserved to maintain its integrity. In this study, the data
integrity was verified by the MD5 hash value.

4) Investigative Process Class

a) Under standing

This stage analyses the collected digital evidence. The
modus operandi of criminal activities in a huge database is
probed by forensic tools. Open-source toolkits, data mining,
and machine learning approaches that reflect the features or
contextual information in acrime case, are also available.

b) Reporting
A criminal investigator must document the processes and
results of the case. The report should not only detail the crime
case, but should also provide testimony in court. Moreover, it
should be precise, easily read, and clearly understandable.
The report can also contain multimedia elements such as
video, audio and pictures.

c) Close

After checking that all evidence is well-protected and
safely deposited, the criminal investigation is closed. The
storage should be regulated by strict rules, preventing the
evidence from been changed, lost, stolen or destroyed.

C. Research Findings
1) Feature Recognition in Frequency Distribution Analysis

a) Freguency Distribution Analysis

The data packets were captured in the pcap file format, and
imported to Wireshark for demonstrating their header and
payload information. The pcap files were then exported to
excel, where the high-dimensional data were viewed from
different anglesin a pivot table. To investigate the features of
the WhatsApp communications, we imported the headers and
payloads of the captured packets into the pivot table. In a
frequency distribution analysis, most of the packet fields
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consisted of random values with no relevance to
communication features. However, the values of severa
attributes, such as Differentiated Service Field, Flags, and
Differentiated Services Codepoint, were fixed. These
fixed-value attributes were selected as the criteria of feature
recognition in the WhatsApp communications. The derived
packet attributes and their contents are shown in Table 1.

TABLEI.
CRITERIA AND CONTENTS OF FEATURE RECOGNITION IN WHATSAPP
COMMUNICATIONS

Packet Attribute Content

Differentiated Services Field 0x38

Flags 0x00

Differentiated Services Codepoint | Assured Forwarding 13
b) Feature Recognition

The feature-recognition phase identifies the features
generated by WhatsApp in the packet records. This phase
increases the efficiency of finding the suspect’s IP address.

FER |
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The present study found 90 attributes in the flat file (Fig. 5).
After viewing the data from different anglesin the pivot table,
we identified the most important attributes of WhatsApp as
“Differentiated Services Field”, “Flags’, and “Differentiated
Services Codepoint”. Differentiated services ensure low
latency of the critical network traffic such as voice and
streaming media while providing simple best-effort service to
non-critical services such asweb traffic and file transfers. The
field value contained in the flag is often explained in the
section related to data structure, and the hit field is usually
associated with a property or privileges.

2) IP Geolocation in STUN Packets

a) STUN Packets
The STUN packets, which are related to voice call
operations, were analysed by the STUN protocol- filtering
function of Wireshark. Fig. 6 showsthe list of STUN packets
in the imported pcap files, ordered by timestamp.
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< >
v Frame 91: 168 bytes on wire (1344 bits), 168 bytes captured (1344 bits) on interface @ ~
Interface id: ® (\Device\NPF_{2315DA27-9C72-4567-BC9@-241DFB44B666})
Encapsulation type: Ethernet (1)
Arrival Time: May 21, 2017 16:38:00.178263000 Taipei Standard Time
[Time shift for this packet: ©.000000080 seconds]
Epoch Time: 149535588@.17826300@ seconds
[Time delta from previous captured frame: 8.08878780@ seconds]
[Time delta from previous displayed frame: @.808878780@ seconds]
[Time since reference or first frame: 8.428851@8@ seconds]
Frame Number: 91
Frame Length: 168 bytes (1344 bits) v

O 7 RThimEER

Packets: 780 + Displayed : 69 (8 8%) + Load time: 0:0.18 Profile: Defanlt

Fig. 6. Packets of STUN Protocol
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b) IP Geolocation

The geolocation of an IP address is important for
transforming the location from the network space to physical
space. The Whois database (originally designed for Unix) has
become the commonest mechanism for locating the
registration information of IP resources registered in
Internet-number resource organisations. After querying a
registry, an open-source Whois, Lookup, or IP location tool
returns rich geolocation information, including the domain
ownerships, addresses, locations, and phone numbers of the
gueries. To evaluate the effectiveness of our proposed
framework, we collected network packets during the
34.505698-second period containing the WhatsApp
communications. Although the traffic was only captured from
the local area network, the IP list was rendered complicated
by additional connections with its software companies and
Internet service providers. The geolocations of the IP
addresses in this experiment were transformed by whois
lookup tools and are listed in Table 2.

TABLEII.
GEOLOCATIONS OF THE |P ADDRESSES IN THE PRESENT EXPERIMENT
|P Address Whois L ookup

192.168.2.114 | Victim

224.140.29.20 | Suspect(EMOME-IP.hinet.net, Taiwan)

157.240.4.51 United States Menlo Park Facebook Inc.

31.14.87.50 Taiwan, Province Of China Taiwan, Province Of China
Taipei Facebook Ireland Ltd

31.14.70.48 United States United States Los Angeles Facebook
Ireland Ltd

157.240.11.51 | United States United States Menlo Park Facebook Inc.

3) Observation Rules on Suspect |P Addresses

Several phenomena were observed in the WhatsApp
network traffic (see Table 3). The rules were established to
improve the efficiency of sdlecting WhatsApp
communicationsfrom the Internet data. The rules should filter
out the noise connections produced by the software
companies, manufactures of network devices and I1SPs. To
demonstrate the effectiveness of our approach, we applied the
generated rules to the collected packets containing the
WhatsApp communications. Fig. 7 shows the network
topology before and after implementing the rules. The
proposed rules successfully pruned the complicated topology
and revedled the victim—suspect connections. The above
findingswill assist LEAsin their cybercrime investigations of
criminals contacting through WhatsApp.

TABLEIII.
THE RULES
IF
Rule Differentiated Service Field = 0x38, Flags = 0x00, and
Differentiated Services Codepoint =Assured Forwarding 13
1
THEN
Source |P address = suspect
IF
Rule | Protocol = STUN, Length = 86, and Info = Binding Request
2 THEN
Destination |IP address = suspect
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157.240.3.51 192,168,231

o
Y

10.171.25.203

v O

IL.13.77.48
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238,255.255,250
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TP egp
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—CP
O

192 168.2,114 TiSv12

31.13.70.48

114 0.0.252
216.58.200.36
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/ ‘CP TIgy1 2 5\1.1

TEvilg
169.45.210.68 O
: :15?‘ 56,144,216
51

_5\1.2
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2 i1, 111 29,156

157.240.11. 111.221.28.137

H13E78
111,221.25.167

(a)Before the rule implementation

192.163.2.114 223.140.29 20

(b) After the rule implementation
Fig. 7. Network topology of WhatsApp communications after pruning by
our proposed rules

V. CONCLUSON AND FUTURE WORKS

Modern call-record analysis is an expected future trend of
criminal  investigation  dtrategies.  Recognising  the
communication features of IM software on smartphones is
essential for revealing the locations of suspects, providing
clues that improve the efficiency of investigative work by
LEAs. This study has developed a rule extraction framework
that reveals the WhatsApp communications and eliminates
the impact of disordered Internet connections. In an
experimental test, the generated rules successively simplified
the complexed network topology to simple connections
between the suspect and victim. The criteriadiscovered in the
sniffed packets provided instructive information for
identifying the characteristics of WhatsApp communications.
Furthermore, the proposed framework can explore the
features produced by other IM software. Extracting the
connections made by criminals will improve the prosecution
and conviction rates by LEAs. To keep pace with the rapid
developmentsof IM software, future research should consider
the software upgrade problem, and minimise the impact of
updating the IM software. The application of the proposed
framework to encrypted communication should be examined
from various perspectives. As the proposed methodology is
intended to help LEAs, it should also provide a more
complete coverage of IM feature-recognition applications.
For this purpose, additional IM software should be considered
in future work.
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