
 

  
Abstract—User authentication in a Medical Cyber Physical 

Systems (MCPS) can be effectively done using biometric 
features. Biometric features, widely used for user authentication, 
are equally important to national and global technology systems. 
Biometric features, such as face, iris, fingerprint, are commonly 
used while more recently palm, vein and gait are also getting 
attention. To fail the traditional biometric detection systems, 
various spoofing approaches have also been developed over time. 
Among various methods, image synthesis with play-doh, gelatin, 
ecoflex etc. are some of the more common ways for spoofing 
bio-modalities. Success of traditional detection systems are 
related to custom tailored solutions where feature engineering 
for each attack type must be developed. However, this is not a 
feasible process when we consider countless attack possibilities. 
Also, a slight change in the attack can cause the whole system to 
be redesigned and therefore becomes a limiting constraint. The 
recent success of machine learning inspires this paper to explore 
weak and strong learners with ensemble learning approaches 
using AdaBoost. In essence, the paper proposes a selective 
ensemble fuzzy learner approach using Ada Boost, feature 
selection and combination of weak and strong learners to 
enhance the detection of bio-modality spoofing for MCPS. Our 
proposal was experimented on real datasets and verified on the 
fingerprint and iris benchmark. 
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I. INTRODUCTION 
EDICAL Cyber Physical Systems are a four-layer 

architecture which extends from users in the acquisition 
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layer to cloudlet to cloud and then to the caregiver. As it is a 
sensory network composed of medical aspects, biometric 
features can be effectively used for user authentication. An 
increasing interest in the evaluation of biometric systems in 
recent years have been observed for user identification and 
authentication leveraging traditional fingerprint, iris and more 
recently vein, blood flow etc. In the other hand, various 
spoofing attacks have also been developed to defeat these 
systems. Given these attacks are performed in an analog 
domain with heavy device dependency following regular 
protocol, digital protection schemes such as encryption, 
digital signature or watermarking are unsuitable. The success 
of detection mechanism for such types of attacks are often 
linked to custom tailored solution where feature engineering 
plays a major role. Nevertheless, in a pool of myriad possible 
attacks, a slight change in the attack model can cause the 
whole mechanism to be redesigned to adopt the new 
mechanism which surely becomes a limiting constraint [1]. 
The past few years have witnessed the success of Deep 
Learning techniques such as Convolutional Neural Network 
(CNN) for efficient image classification and Recurrent Neural 
Network (RNN) for its special recurrence capabilities in 
contextual image recognition [2]. While high accuracy can be 
achieved, the computation can take long time which becomes 
a limiting constraint for time-critical systems such as MCPS.  

Previously, we proposed a fuzzy ensemble learner based 
cognitive detection scheme for fingerprint spoofing in an 
MCPS where a selective ensemble architecture was proposed 
using Ada Boost and feature selection [31]. In this paper, we 
extend the research to more complex modality of the iris 
benchmark to further verify the effectiveness of the selective 
ensemble architecture to make the problem space simpler and 
enhance the overall performance.  The performance of the 
strong learner is further substantiated with the more complex 
representation of the iris benchmark to provide further 
insight. 
We discuss some of the related works in sections II. In section 
III we discuss our proposed mechanism and evaluation results 
followed by the conclusion in section IV.  
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II. RELATED WORKS 
In this section, we review anti-spoofing related work for 

bio-identifiable modalities focusing on fingerprint spoofing. 
 

A. Bio-identifiable Modality Spoofing Detection 

For fingerprint spoofing detection, both hardware-based 
(exploring extra sensors) and software-based solutions 
(relying only on the information acquired by the standard 
acquisition sensor of the authentication system) have been 
explored. In [3] quality measures such as ridge strength or 
directionality, ridge continuity, ridge clarity, and integrity of 
the ridge-valley structure was used as a set of features for 
fingerprint liveness detection. In [4], the presence of gummy 
fingers was explored using various methods. In [5], a method 
for representing all spectrum characteristics in a compact 
feature representation form was explored. In [6], well suited 
to high contrast patterns such as the ridges and valleys of 
fingerprints images, Weber Local Image Descriptor (WLD) 
for liveness detection was considered. In [7] Multi-Scale 
Block Local Ternary Patterns (MBLTP) was proposed as a 
liveness detection scheme. In [8], Binarized Statistical Image 
Features (BSIF) was explored which was originally proposed 
in [9]. According to reports in the LivDet 2013 Fingerprint 
Liveness Detection Competition [28], the fingerprint 
spoofing attack detection task remains an open problem with 
results still far from a perfect classification rate. Mostly 
hard-coded features, sometimes exploring quality metrics 
related to the modality (e.g., directionality and ridge strength), 
general texture patterns (e.g., LBP-, MBLTP-, and 
LPQ-based methods), and filter learning through natural 
image statistics are heavily followed.  

For iris spoofing spoofing detection, the use of Fast Fourier 
Transform was proposed in [10] to verify the high frequency 
spectral magnitude in the frequency domain for iris spoofing 
detection. Solutions for iris liveness detection range from 
hardware-based solutions [11] [12] [13] to software-based 
solutions relying on texture analysis for detecting an attacker 
using contact lenses with someone else’s printed pattern [14]. 
Software-based solutions considering cosmetic contact lenses 
[15], [16], [17], [18]; pupil constriction [19]; and multi 
biometrics of electroencephalogram (EEG) and iris together 
[20] had been explored rigorously. In [21], best features are 
selected through sequential floating feature selection (SFFS) 
[22] to feed a quadratic discriminant classifier. In [23], image 
quality measures were explored, and three classification 
techniques were proposed. In [24], the previous work was 
extended by using a feature selection step on the features of 
the studied methods to obtain the "best features" and then 
used well-known classifiers for the decision making. In [25], 
iris segmentation was proposed to obtain the iris contour and 
feature extraction processes were adapted to the resulting 
non-circular iris regions. In [26], a general framework for iris 
image classification based on a Hierarchical Visual Codebook 
(HVC) encoding the texture primitives of iris images was 
proposed. For iris spoofing detection, features have been 
profoundly studied through image-quality metrics, texture 
patterns, bags-of-visual-words and noise artifacts. 

B. Machine Learning based Bio-modality Spoofing 
Detection 

A couple of machine learning based methods was proposed 
for bio-modality spoofing detection in recent years. A deep 
architecture based on Convolutional Neural Network using 
Architecture Optimization (AO) and Filter Optimization (FO) 
was proposed in [1]. The results were verified in three 
different modalities and in multiple real datasets. In [2], a 
combination of Recurrent Neural Network and Convolutional 
Neural Network was used to create a deep architecture which 
is context aware as well as capable of detecting high level 
features. Different existing datasets are used to evaluate the 
performance bio-identifiable modality spoofing using 
machine learning algorithms in many research works [1]. 
However, these architectures require heavy weight algorithms 
which cannot run fast enough without the use of GPU which 
incurs another level of computational cost. In [27], a 
lightweight Adaboost based model with k-means clustering 
was used to optimize detection accuracy of images. While 
some considered various deep and boosting algorithms, not 
many explored the role of features and ensemble learning in a 
profound way. Our proposed approach, therefore, aims to 
leverage low computation weak learners and moderately 
strong learners with boosting ensemble and feature selection 
for detecting fingerprint and iris benchmark spoofing 
detection as an authentication verification scheme in Medical 
Cyber Physical Systems. 

III. PROPOSED MECHANISM 
Machine Learning performs various levels of learning. It 

has effectively explored various boosting techniques such as 
Ada Boost. The main idea of Ada Boost is to set a bunch of 
weak classifiers or learners working together to outperform a 
single strong learner [27]. The idea can also be verified with 
various weak learner architectures such as one-level Decision 
Tree. Boosting is also a form of ensemble learning where the 
output of the most efficient learner is incorporated into the 
final result [27]. However, there are certain features that are 
learned well by weak learners and certain features that are 
learned better by strong learners. Based on such facts, our 
paper is inspired to propose training light weight strong 
learners parallelly with the weak learners, as a combo learner, 
which undergoes selective ensemble learning with Ada Boost 
and feature selection in order to come up with the final 
decision algorithm. The following sub-section describes our 
scheme in more detail.  

In our proposed scheme, the bio-modality spoofing is 
learned with one strong learner and one weak learner using 
Ada Boost. Both learners are represented in different feature 
selected environments.  The fuzzy ensemble algorithm, then, 
chooses the best combination of the machine learning 
algorithm and feature selection value as the final 
decision-making algorithm. Fig 1 shows the basic workflow 
of our proposed fuzzy ensemble learning algorithm using Ada 
Boost, feature selection and strong and weak learner 
combinations.  
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In the above figure, the DB is used to provide a two-class 

problem containing spoofed bio-identifiable modality and 
live bio-identifiable modality. The two-class problem is then 
learned by one strong learning algorithm and one weak 
learning algorithm. FS1, FS2, FSn are the different feature 
selection environments where n is the total number of features 
used in the experimentation. FSnMLs represents the best 
feature selected environment of the strong learning algorithm. 
Similarly, FSnMLw represents the best feature selected 
environment of the weak learning algorithm. Finally, the best 
combination out of these two environments, FSnMLs and 
FSnMLw, is selected as the decision-making algorithm 
combination for the final decision process.   

 
The combination of weak and strong learners with Ada 

Boost is an unexplored field with potential. This is because, it 
is believed that weak learners together can perform better but 
it is not explored how a moderately strong learner with lower 
computational overhead added to this environment could help 
the overall detection performance. Besides, ensemble 
learning is computationally expensive. Hence, selective 
ensemble learning is proposed which can reduce the number 
of features. The latter is further enhanced by introducing a 
feature selection methodology to aid in the selective ensemble 
approach. 

 
LiveDet 2015 [28] and Warsaw [29] dataset provides 

different kinds of modality spoofing benchmark along with 
live dataset benchmark. On these different spoofing datasets, 
we apply our selective fuzzy ensemble learning with feature 
selection and Ada boost which, as discussed before, can be 
summarized to follow three major steps as discussed below.  

1)  Fuzzy Learning:  One strong learner and one weak 
learner is used to learn the spoofed and non-spoofed instances. 
Both learners are processed with boosting algorithm by using 
Ada Boost. 

2)  Feature Selection:  This is done in two inter-linked 
steps. Both learners in the fuzzy learning approach is 
represented in different feature selected environments. It is 
known that best performance is not always obtained by using 
the most number of features but by using the most relevant 

features. Therefore, the best feature selection value is saved 
for both the weak learner and the strong learner. 

3)  Combo Selection:  The feature selection value with 
higher accuracy, among the two best feature selection values 
saved in the feature selection step, is selected. Therefore, the 
final decision-making algorithm uses this feature selection 
value along with its corresponding machine learning 
algorithm which could either be a weak or a strong learning 
algorithm based on the attained accuracy. 

 
The algorithm of our proposed selective fuzzy ensemble 

learner using Ada Boost and feature selection is shown below. 
 

 
After pre-processing the data to form a 2-class problem where 
one is the spoofed class and the other is the non-spoofed class. 
Class spoofed is initialized as 1 and class live or non-spoofed 
is initialized as 0. The feature selection algorithm is run for 
both the strong and weak learner. The combo of the learner 
and feature selection is compared to find the best combo. 

IV. PEROFORMANCE EVALUATION 
The LiveDet 2015 [28] and Warsaw dataset [29] dataset 

provides a set of spoofed and live biometric dataset. For our 
experimentation, we used the benchmark for the fingerprint 
and iris dataset containing spoofed and live instances. The 
benchmarks were pre-processed to extract features from each 
spoofed and live image and stored as ARFF 
(Attribute-Relation File Format) files.  

 
After pre-processing the benchmarks to extract the features, 

a two-class problem is created containing spoofed and 
non-spoofed instances. We used Knime Analytics tool[30] for 
pre-processing the dataset and simulating the boosted strong 
and weak learners. Therefore, the dataset is then learned by 
one boosted strong learner and one boosted weak learner. For 
strong learner we used Naïve Bayes and for weak learner we 
used a One-Level Decision Tree.  Fig. 4 and Fig. 5 shows our 
simulation of the dataset classification with the learners using 
Ada Boosting and feature selection. 

 
Fig. 1 Selective Ensemble Fuzzy Learning [31]. 
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     The learning is performed for a range of feature selected 
environments ranging from 1-feature selection to all 
20-feature selection. Fig. 4 and Fig. 5 shows the results for the 
selective ensemble strong boosted learner, Naïve Bayes and 
weak boosted learner, 1-level Boosted Decision Tree, in 
different feature selected environments for fingerprint and iris 
benchmark respectively.  
 
 
 
 
 
 
 
 

      The combined learning of these two learners are 
monitored for all feature selection environment to extract the 
best selection values. As can be seen from Fig. 4, in terms of 
average accuracy, we get highest performance (98.485%) 
with 2,5 and 12 feature selection value for the boosted strong 
learner and 3,4,7 and 14 feature selection value for the 
boosted weak learner.  Combinedly, we can get achieve 
highest performance with 2,3,4,5,7,12 and 14 features. From 
Fig. 5, we get highest performance (99.495%) with 2 features 
for boosted strong learner and with 3,4,5,7 and 9 features for 
the boosted weak learner. Thus, based on the available 
features and preferred algorithm between the strong and weak 
learner, we can choose the final combination as the decision 
algorithm. Table 1 summarizes a list of comparable 
algorithms to our proposed Selective Ensemble Fuzzy 
Boosted Learner algorithm.  
 

      As can be seen from the above two tables, the learning is 
optimum for our proposed selective ensemble fuzzy learner in 
terms of average accuracy metric. For fingerprint, this high 
performance can be achieved by the lowest feature selection 
using 2 features with a strong boosted learner, or the highest 
feature selection using 14 features with a weak boosted 
learner. 
In this case, the highest number of features used is 14 which is 
still lower than the total number of features that is used by the 

TABLE II 
BIO-MODALITY DETECTION OF IRIS BENCHMARK 

Algorithm Average Accuracy Number of Features 

Naïve Bayes 92.407 20 
Decision Tree 96.418 20 

Boosted Naïve Bayes 89.393 20 
Boosted Decision Tree 94.949 20 
Multi-Layer Perceptron 81.5 20 
Selective Fuzzy 
Ensemble Learner 

99.495 Min: 2 
Max: 2 

TABLE I 
BIO-MODALITY DETECTION OF FINGERPRINT BENCHMARK 

Algorithm Average Accuracy Number of Features 

Naïve Bayes 92.407 20 
Decision Tree 96.418 20 

Boosted Naïve Bayes 94.628 20 
Boosted Decision Tree 97.278 20 
Multi-Layer Perceptron 95.989 20 
Selective Fuzzy 
Ensemble Learner 

98.485 Min: 2 
Max: 14 

Fig. 2. Data partitioning and forwarding feature selection [31]. 

 
Fig. 3. Boosting Learner and Feature Selction [31]. 

Fig. 4. Different feature selected values for Boosted Strong and Weak 
Learner for fingerprint benchmark. 

Fig. 5. Different feature selected values for Boosted Strong and Weak 
Learner for iris benchmark. 
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other algorithms. Besides 5 features and 12 features with a 
strong boosted learner and 3,4 and 7 features with a weak 
boosted learner can also be used giving the same highest 
accuracy of 98.485 percent. In our approach, since the 
number of features used will be less than the total number of 
features and the algorithm can alternate between a weak and 
moderately strong learner, the overall overhead can be 
significantly reduced in best cases with 2,3,4 and 5 features, 
moderate cases with 7 features and in worst cases with 12 or 
14 features which is still lesser than the total number of 
features. For iris, the highest performance can be achieved by 
the feature selection using 2 features with a strong boosted 
learner. Since this feature selection alone provides the highest 
performance, we do not need to consider other feature 
selection and learner combos. As can be seen, in this case, a 
strong boosted learner outperforms a weak boosted learner. 
And since we can alternate between the strong learner and 
weak learner we can utilize both the learners depending on the 
kind of learning environment.  
 

The performance gain of this paper is credited to the fact 
that learning is flexible and able to move between a 
moderately strong and a weak learner.  While the statement, 
weak learners together can perform better than a strong 
learner holds, it is also shown that strong learners working 
together with weak learners can also gain promising 
performance in desired feature selected values. Ensemble 
learning is computationally expensive but, in our case, the 
feature selected ensemble is helping to make the problem 
space smaller and simpler. Thus, while the performance is 
improving, the overall complexity is not rising significantly.   

 

V. CONCLUSION 
In this paper, we have proposed a selective ensemble fuzzy 

learner with Ada Boost and Feature Selection in order to 
detect bio-identifiable modality spoofing of fingerprint and 
iris benchmark that can be used for authentication in a 
Medical Cyber Physical System. We have shown that our 
proposed mechanism enhances the performance of the 
traditional boosted learning algorithms. Our mechanism also 
considers a selective ensemble learning approach to reduce 
the overall computational overhead. In future work, we hope 
to apply our proposed mechanism in other bio-identifiable 
modality spoofing.   
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