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Abstract— The prevalence of phishing threats has grown substantially over the past several years. Because phishing domains generally
have a very short lifetime to avoid detection, they must be identified as soon as possible to prevent damage. In general, phishers
frequently reassign resources, such as domain names and IP addresses, to avoid detection. Consequently, multiple domains may be
hosted by the same IP address, or vice versa. Furthermore, phishing websites often employ certificates and HTTPS encryption to appear
more trustworthy. In this study, we focused on HTTPS-enabled phishing websites to construct and analyze DNS graphs of domain names
and IP addresses of phishing websites using Certificate Transparency (CT) logs. From the analysis results, we examined the differences
between benign and phishing websites in terms of the number of nodes per component and average node degree.
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