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Abstract 

New antenna technologies like phased array antennas are crucial to enhance high-speed 

data transmission in 5G and 6G high-frequency communications (mmWave/Terahertz). By 

exploiting spatial-temporal beamforming space (e.g., angle of arrival, angle of departure, time of 

arrival), directional antenna technologies can enable precise radio positioning. The feature has 

tremendous potential to be used in many futuristic applications, such as behavioral monitoring or 

assisting rescue teams moving inside a dark building. However, besides that positive side, precise 

radio positioning potentially poses significant tracking risks to mobile users. In this work, we 

demonstrate a case study of tracking a user in a restricted access building based on passively 

received signals. We then build an efficient mechanism to regenerate the trajectory of a target 

device by exploiting the characteristics of directional signals. We also exploit the capability of 

simultaneous localization and mapping using multipath channel information. Through theoretical 

analysis and simulation, we found that tracking risks of radio positioning techniques are real and 

challenging to resolve. 
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