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Abstract—This paper proposes a method and system for generating training data to support AI based anomaly detection. The use of 

AI in abnormal behavior detection systems is becoming increasingly popular, with active research on AI-based anomaly detection 

methods using machine learning. In general, existing research relies on open datasets provided by various laboratories like Swat, 

WaDI, SMAP and MSL for testing and validation purposes. Since the types of normal and malicious packets depend on the specific 

network to which they are applied, verifying AI-based anomaly detection methods using an open dataset may yield different results 

than when applied in realworld scenarios. In other words, open datasets captured from specific networks may not be suitable for 

applying AI-based abnormal detection methods to other networks. In addition, AIbased datasets may be insufficient for learning, 

leading to the use of simulated attacks. Open datasets are difficult to provide sufficient data for training and often contain malicious 

packets using simulated attack packets. Since malicious attacks are always transformed into new forms and developed in types, it is 

necessary to prepare a database for new malicious attacks and to learn about them. Therefore, one of the major challenges in 

developing effective anomaly detection systems is acquiring an appropriate dataset. To address this issue, we propose a system for 

extracting training data by collecting packets from the actual network to apply AI-based abnormal detection. Our proposed system 

offers the advantage of accurately reflecting the network's packet characteristics by gathering data from live networks for AI-based 

abnormality detection and dataset creation. Furthermore, as it incorporates a dataset for the latest malicious attacks within the 

network, it enables more practical anomaly detection compared to the use of existing datasets. We simulated and tested the proposed 

system at the laboratory level to confirm its behavior. 
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