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Abstract— Digital Cinema Initiatives released a set of technical 

specifications and requirements for Digital Cinema. The KDM 

(Key Delivery Message)has been designed to deliver security 

parameters and usage rights between D-Cinema content 

processing centers. We propose a KDM system that covers the 

end-to-end process of KDM for D-Cinema content protection. It 

provides the end-to-end process of KDM from Mastering server 

to D-Cinema play server. 
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I. INTRODUCTION 

Digital Cinema Initiatives, LLC (DCI) has established 

uniform specification for Digital Cinema. It covers technical 

specifications and requirements for the mastering of, 

distribution of, and theatrical playback of Digital Cinema 

content[1,3,6].  

The protection of intellectual property of Digital Cinema 

is a critical aspect of the design of the system. The Key 

Delivery Message(KDM) has been designed to deliver 

security parameters and usage rights between D-Cinema 

content processing centers. It contains security keys for 

decrypting Digital Cinema Package (DCP) from digital 

cinema servers[2,3,7,9] 

We propose a KDM system that covers the end-to-end 

process of KDM for D-Cinema content protection. Proposed 

KDM system provides a scheme how the KDM is generated 

from Mastering server, how KDM is issued from KDM 

server and how KDM is handled in D-Cinema play server. 

 

II. DIGITAL CINEMA USE CASE SCENARIO 

Digital Cinema content for distribution is generated at the 

mastering time. The mastering process produces DCP(Digital 

Cinema Package) from DCDM(Digital Cinema Distribution 

Master) which is the output of the Digital Cinema post-

production process and is a collection of image, audio and 

subtitle files. Once the DCDM is compressed, encrypted and 

packaged, it is considered to be DCP. The mastering process 

also produces security information like AES-128 keys used 

to encrypt image, audio and subtitle of DCP[3,4,5,6]. 

After the mastering process, DCP is delivered to Content 

server to distribute it to a theater and security information is 

delivered to KDM server to issue KDM to D-Cinema play 

server.  

If a theater requests DCP from content server and KDM for 

the DCP, content server will deliver DCP to the theater through 

network, satellite, or hard-disk. And, KDM server will issue a 

KDM which is specific to the D-Cinema play server. It will be 

delivered through e-mail, USB, or network[6]. 

After DCP is transported to the theater, it is stored on a file 

server in the theater until playback. D-cinema play server will 

play DCP with the KDM. During the playback and projection, 

digital cinema content plays out in real time[5]. 
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Figure 1.  Use case scenario of Digital Cinema 

 

III. PROPOSED KDM SYSTEM 

Proposed KDM system defines the entities which involve in 

delivery of security information and KDM. It consists of CA 

server, modules in Mastering server, KDM server and modules 



in D-Cinema play server. CA server provides digital 

certificate to each server. Modules in Mastering server which 

are key generation module, MXF encryption module and 

KDM generation module. KDM server provides KDM to D-

Cinema play server. Modules in D-Cinema play sever which 

are KDM decode module and MXF decryption module 

provide security information like the cipher keys which are 

used to decrypt D-cinema content and forensic mark, and 

usage rights. 
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Figure 2.  Overall architecture of KDM System 

 

A. KDM modules in Mastering server 

The Mastering server produces DCP(Digital Cinema 

Package) from DCDM(Digital Cinema Distribution Master) 

which contains all of the digital material needed for 

projection. The images and sound of DCDM are then 

compressed, encrypted, and packaged to form a DCP. A 

DCP consists of several reels, each of which has image track, 

sound track and subtitle track. The security information like 

AES-128 key used to encrypt the image, sound and subtitle 

track is generated during the mastering process. The figure 3. 

shows the mastering process of digital cinema. 

We design that mastering sever includes KDM generation 

module to produce KDM from the security information. 

MXF wrapper request a AES-128 key to Key generation 

module. The generated key is used to encrypt a track file 

only but other track file. MXF wrapper sends the key, J2K 

frame and plaintext offset to MXF encryption module. Then 

it encrypts the J2K frame from the offset by using the 

encryption key. MXF wrapper will call MXF encryption 

module with the same key until the whole j2k frames of the 

track file are encrypted. After the MXF wrapping, DCP and 

security information to generate KDM are produced. KDM 

generation module gets the AES-128 keys, corresponding 

key id to the key and CPL Id from MXF wrapper module. It 

encrypts the AES-128 keys with KDM server's public key 

and singed with Mastering server's private key. After all, 

KDM for a KDM server is generated and delivered to the 

KDM server. 
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Figure 3.  Digital cinema mastering process 
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Figure 4.  KDM module structure in Mastering server 

 

 



B. KDM server 

We design that KDM server issue KDM to a specific D-

Cinema play server by using the KDM which is generated 

from Mastering server. The KDM from Mastering server is 

encrypted by using KDM server's public key. After it is 

decrypted with KDM server's private key, it can be encrypted 

with a specific D-Cinema play server's public key. 

KDM server registers the KDM from Mastering server 

after it verifies the KDM according to the KDM decoding 

behavior[10]. It ensures the KDM issued to a D-Cinema play 

server will work properly at a theater. KMS module stores 

the KDM with its information like CPL Id, title, usage rights 

and issued date in the authenticated public area of the KDM. 

If request to issue a specific KDM for a D-cinema play 

server occurs, KDM issue module will receive D-Cinema 

play server's device Id, CPL Id for the specific KDM and 

rights usage from content server. Then It checks whether the 

D-Cinema play server is verified one or not with TDL in the 

TDL database. It also verifies the requested usage rights is 

available according to the usage rights of the KDM which is 

stored in its local DB.  

KDM decryption module decrypts cipher data in KDM 

with its private key. KDM issue module replaces the usage 

rights with the requested usage rights for the D-cinema 

player server, encrypts the decrypted the encrypted data with 

the D-Cinema play server's public key, and digitally signs 

new KDM with its private key. 
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Figure 5.  KDM server structure 

 

C. KDM modules in cinema play server 

The D-Cinema play server converts the packaged, 

compressed and encrypted data, DCP, into raw image, sound 

and subtitles. KDM decode module validates and decrypts 

KDM and verifies it has all cipher keys necessary for DCP. 

Then it sends all cipher keys to media block which are 

responsible for converting DCP into raw image, sound and 

subtitles. MXF decryption module decrypts J2K frame from 

plain text offset by using the cipher key. Media block will call 

MXF decryption module with the same key until the whole j2k 

frames of a track file are decrypted. 

KDM decode module also sends forensic mark key to 

forensic mark module. forensic mark module will use the key 

as seed of forensic mark. 
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Figure 6.  KDM module structure in D-Cinema play server 

 

IV. SECURITY ANALYSIS 

The forgery of KDM system can be detected by its 

certificate. The entities of KDM system can  authenticate each 

other using the other’s certificate to determine whether it is a 

legal entity. Mastering server and KDM server can respectively 

verify whether KDM server and D-Cinema play server are legal 

entities to which a KDM can be given and confirm that the 

KDM to be issued goes to correct entity but others. And KDM 

server and D-Cinema play server can respectively verify that 



the sender of the KDM is a legal Mastering server and KDM 

server. 

An attack on CEK during delivery from sender, Mastering 

server or KDM server, to receiver, KDM server or D-Cinema 

play server, is prevented because CEK is encrypted with the 

public key of receiver and delivered to receiver. Thus, CEK 

is decrypted by only receiver who has a secret key and not 

the others. Illegal recovery of original content from DCP is 

prevented because the resource like image, audio and subtitle 

is encrypted by CEK which can be only decrypted by 

receiver, and KDM can be digitally signed by the sender. 

Thus receiver can check whether it has been changed or not. 

 

V. CONCLUSION 

 

Digital Cinema Initiatives released a set of technical 

specifications and requirements for the mastering of, 

distribution of, and theatrical playback of Digital Cinema 

content. DCI explicitly pointed out that a set of regulations 

for movie content based on DRM should be set up to regulate 

the security of D-cinema. The KDM has been designed to 

deliver security parameters and usage rights between D-

Cinema content processing centers. It contains security keys 

for decrypting DCP on D-Cinema servers. 

We propose KDM system provides a scheme how the 

KDM is generated from Mastering server, how KDM is 

issued from KDM server and how KDM is handled in D-

Cinema play server. It provides the end-to-end process of 

KDM from Mastering server to D-Cinema play server. 
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