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Abstract— In the past few years, semi-fragile watermarking 
techniques have become increasingly important to secure and 
verify the multimedia content and also to localize the tampered 
areas, while tolerating some non-malicious manipulations or 
attacks. In digital photography, watermarking schemes are very 
important for copyright protection purposes. In this paper, a 
multimedia authentication and restoration scheme is proposed 
with the security of AES-128 ciphered watermarking and 
correlated watermarking. An encrypted or ciphered image 
embedding is done by modified version of Closest Point 
Transform (CPT) in a digital photograph. We performed several 
security attacks e.g. noise attack, compression attack, and 
cropping attack on multiple watermarked photographs and 
evaluated the proposed watermarking technique to examine the 
system robustness. Image Authentication is done by locating the 
tempered areas and restoration is performed by correlated 
watermark on the tempered region of watermarked photograph. 
The PSNR values are checked to evaluate the proposed 
watermarking technique. The results of PSNR, MSE, and SSIM 
show that the imperceptibility of our scheme is high compared to 
existing methods. 
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I. INTRODUCTION  
This is an era of advanced communication and modern 

technologies. With the evolution of digital and hand-held 
devices it is easy to make the digital contents. Multimedia 
content e.g. video, voice, and images are also saved in digital 
form. These contents are shared over online public community 
websites for various purposes [1] with the aspiration of 
copyright protection and authorization. To secure the 
multimedia content various techniques are used e.g. 
cryptography, steganography, and watermarking. Each 
technique is used for its purpose. Cryptographic techniques 
are used to change the meaning of the documents [2].  
Steganographic techniques are used to conceal the existence 
of the important content [3]. Watermarking schemes are used 
for protection and or authentication of multimedia content [4]. 
There are three categories of watermarking techniques [5] 

developed for specific goals, i.e. 1) robust watermarking, 2) 
fragile watermarking, and 3) semi-fragile watermarking. 
Robust watermarks can stand up to malicious attacks and are 
difficult to remove from multimedia content, thus used for 
copy-right protection purposes. Fragile watermarks are easy to 
break and to remove from the multimedia contents, thus their 
existence or absence leads us to the conclusion of 
authentication. Semi-fragile watermarking techniques are used 
for both authentication and protection of data. Multimedia 
content authentication applications [4], [6]  are in the domains 
but are not limited to defense, law, commerce, online banking, 
surveillance, emailing, and sharing multimedia data etc.   

In this paper, we have used semi-fragile watermarking 
technique for digital photographs. Its real time application is 
that the photographers want to share their art and also want the 
ownership copyright protection. The photographs should be 
secure and also the embedded watermark should not degrade 
the quality of the photographs. The degradation of quality of 
photographs limits the amount of data being embedded. For 
security purposes, the watermark should be robust and 
perceptually invisible so it could not be removed from the 
photographs. Watermark must survive the malicious attacks 
too. We hereby deal with the mentioned criterions, problems 
and methods for watermarking the digital photographs. The 
authentication of the photographs can be achieved by locating 
the parts of the photographs that are changed. If some areas in 
the photograph are changed or removed to change the 
meaning of the picture, so restoration of these malicious parts 
is done to solve the problem. In short, the watermarking 
authentication and restoration process of digital photographs is 
a new and an important area of modern research.  

Many researchers have put their efforts in the area of 
watermarking. Their contributions include content 
authentication [7], content verification [8], tampering 
localizations [9], content restoration [10] etc. However, robust 
watermarking techniques are insensitive to malicious attacks 
and thus it is difficult to detect the distortions or alterations 
performed in the watermarked content. Verification 
techniques are also proposed in literature which can detect that 
the content has undergone some distortions but they cannot 
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locate the tamper locations. Content tampers localization 
techniques [9] are available and they can localize the tampered 
areas but they fail to recover the tampered region. For 
authentication and additional ability of recovering the 
distorted image, multiple watermarking technique is required.  
Previous work in this area has been related to self-restoration 
techniques which are capable of restoring tampered regions 
once the regions localizations is done [10].  

In this paper we use the security of AES-128 [11] and 
embed multiple watermarks: encrypted watermark and 
correlated watermark images. We encrypt the first watermark 
by AES, and correlate the second watermark with original 
photograph. The first watermark embedding is done in the 
original photographs by our modified CPT algorithm [12]. 
The second watermark is embedded in the wavelet sub-bands. 
First watermark is used for authentication purposes and 
second watermark is used for recovering the estimation of 
original photograph. By combining the restored version and 
the tampered one, we recover the photograph with a good 
quality.  

Rest of the paper structure is organized as follows: Section 
2 discusses our proposed approaches. In Section 3 we show 
the results and in Section 4 we conclude our paper. 

II. PROPOSED APPROACHES 

A. Encrypted Watermark with Advance Encryption 
Standard (AES-128) 

AES is a symmetric block cipher [11]. It uses the block size 
of 128-bits and a key size of 128, 192 or 256 bits. Each full 
round of AES uses four functions: byte substitution, 
permutation, arithmetic operations, and XOR with the 
generated key. We use the security of AES-128 to encrypt the 
first watermark image as block by block approach by dividing 
the image into 4 blocks each of 128×128 bits. First 128 bits 
in the first row of block#1 are input to AES-128 module. The 
full block of 128×128 size is then converted to 4×4 square 
matrix of bytes. The cipher consists of N-rounds. The number 
of rounds depends on the key length. We used the key length 
of 128 bits and thus total rounds become 10. So we get the 
encrypted watermark, eW  in total 10 rounds. These rounds are 
taken to avoid the bruit force attack. 
B. Correlated Watermark 

The second watermark image is created through correlation 
of the original photograph I(x,y) by using below given Eq. 1 
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where I’(x, y) is the inverse of the photograph. hW  is the 

correlated watermark image.  

C. Embedding Watermark 
The encrypted watermark ( eW ) and correlated watermark 

(
hW ) are embedded into the cover image respectively. First 

watermark is embedded through extended version of CPT 
algorithm. CPT algorithm was first introduced by Tseng et al., 
[12] for data hiding schemes in binary images. The extension 
of it was presented in [13] and [14].  We modified the CPT 
algorithm to name it as Featured-Closest Point Transform (F-
CPT). Firstly, we define the steps of the CPT algorithm and 
then we explain the F-CPT methods and the motivation of its 
development.  

1) CPT Algorithm:   

C: is a cover image which is divided into m*n 
},.....{ 1 yCC sized blocks. 

W: is a weight matrix of size m*n, where 
12,...1,12...1,12...1, −≤−−= rr

ji LLrw  

 njmi ,...1,,...1 ==  

 R: embeddable bits in one block;   
   )1log( +≤ mnr  

 BEGIN 
Step 1: For collection of bits { rbb ...1 }to be embedded 

in block iC , do the following. 

Step 2: Calculate ,KCi ⊕ where ⊕  is XOR 
operation. 

Step 3:  Calculate  ),)(( WKCSUMH i ⊗⊕=  

where ⊗ is pair-wise multiplication of equal sized 
matrices. 

Step 4: For each w, w=1,…, 12 −r  Let 
)();,9{( , wWkjS kjw ==  and [ 0] , =⊕ kji KC , 

OR wW r
kj −= 2,  and [ KCi ⊕ ]=1} 

Step 5: let d= r
r Hbb 2mod)...(1 −  

Step 6: IF d=0; there is no change in block iC  
             ELSE 

a) Randomly select hϵ{0,1,.., 12 −r } such 
that Θ≠hdS and Θ≠−− dhS )1(  
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b) Randomly select (j,k) ϵ hdS  and 

complete the bit [ iC ] kj ,  

c) Randomly select (j,k) ϵ dhS )1( −−  and 

complement the bit [ iC ] kj ,  

IF  (S 0 ) skip this step 

                    ENDELSE 
END 

In this CPT algorithm, only 2 bits/block are changed in the 
first bit plane and remaining bits in iC  block are untouched. 
We can also use the remaining bits to increase the embeddable 
payload size in Kb’s. We have performed the embedding in 
important locations per block by extracting the features from 
digital photographs. The features include saturation, intensity, 
and normalized contrast as defined in Eq. 2, 3 and 4 
respectively [15]. Based on these features, we select the region 
of interest points per block ,iC and embed the encrypted 
watermark in the first bit plane, i.e. the decided threshold 
values of the features within each block give us the choice to 
use that point for embedding.  
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The second watermark ( hW ) is used for the recovery of the 

tampered areas. For embedding in the cover image, we used 
the wavelet coefficient of hW  and embedded in the second 
level wavelet sub-band {HH2} and in third level wavelet sub-
band {VV3}. Detailed embedding of coefficients of hW  is 
explained in [16].  

D. Retrieve and Decrypt Watermark 
It is the inverse process of embedding and encrypting the 

watermark. First watermark is obtained by first bit plane of the 
feature points from every block of cover image. Inverse AES 
is applied by the authorized key (128 bits) for each 4 blocks. 
Second watermark is retrieved from the wavelet sub-bands 
{HH2} and {VV3}. 

E. Image Authentication and Localization 
A semi-fragile watermarking scheme should authenticate 

the watermarked image.  The overall content authentication 

system has 3 parts: generation function (MD5 used in our 
work), embedding and extracting. First watermark is extracted 
and then decrypted by the inverse process of AES-128 [11]. 
Generation function ( gf ) is added in the host image with the 
watermark and the AES key (128-bits).  Watermark can be 
represented by generation function as given by Eq. 5.  

 
    ),,(1 IKifW g=                             …(5) 

 
The watermark data W1 is added in the cover image by the 

embedding function as represented in Eq. 6. I’(x, y) is the 
watermarked data.  

 
      ),,(' KWIEI =                             …(6) 

Extracting function which will work as an authenticator of 
watermark is given in Eq. 7.  

 
    ),'(' KIDW =                                …(7) 

Decrypted watermark and W’ are correlated and the 
tampered locations are obtained i.e. the regions where they are 
different. The tampered locations are denoted by a cross on 
that pixel or by white pixels.  

F. Image Recovery 
For image recovery we used the correlated image itself 

which is called self-recovery process. We recover the input 
image through decomposed watermark. The recovery process 
gives good results for various tampering. 

G. Malicious Attacks 
Noise attack, cropping attack, and compression attacks are 

performed to check the imperceptibility of our system. The 
details of PSNR, MSE, and SSIM are shown in the results 
section.  

 

 
Figure 1. Overall system diagram with main modules 
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a) Original Image             b) watermark,             c) ciphered watermarked  

 
      d) noised attack,            e) Original watermark,     f) recovered watermark 

Figure 2. The results of embedding the watermark with AES-128 ciphering 
and recovering the watermark after noise attack 

 

 
    a) Original Image        b) tampered,        c) recovered,   d) tampered location 

Figure 3. The results of compression and some other malicious attacks 
performed on Lena image and restoring the watermarked image 

     
    The overall system diagram of proposed approaches is 
shown in Fig. 1 with main modules. 

III.  RESULTS 
The correlation of W’ and decrypted watermark provides us 

with the tampered locations where malicious attacks are 
performed. The restoration is achieved by correlated 
watermark hW .   

The results of watermark recovery can be seen in Fig. 2 and 
Fig. 5 for different cases. The results of tamper localization 
and restoration can be seen in Fig. 3 and Fig. 4 for different 
cases. For imperceptibility we have calculated MSE (mean 
square error), PSNR (peak signal-to-noise ratio), SSIM 
(structural similarity index) etc. We have calculated the PSNR 
of multiple watermarked photographs to check if it is 
perceptually aesthetic or not. PSNR (Peak signal-to-noise ratio) 
is calculated by using Eq. 8. The MSE (mean square error) 
between original and watermarked photograph is calculated by 
using Eq. 9. Structural similarity index (SSIM) is a quality 
parameter and used to verify the content that is similar or 
changed by some attacks. It is given by Eq. 10. 
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    where, µ, σ and xyσ are mean, variance, and covariance of 

the image and 1c , 2c are the stabilizing constants. The results 
of PSNR, MSE, and SSIM are shown in Table 1.  

 
TABLE 1. RESULTS OF PSNR, MSE AND SSIM OF WATERMARKED IMAGES 

Sr. 
No 

Original 
Image Watermark MSE PSNR SSIM 

1 Image#1 

 
AES-128 Ciphered 
Lena Image and 
correlated 
watermark( hW ) 

0.016 55.63dB 0.813 

2 Image#2 

AES-128 Ciphered 
Lena Image and 
correlated 
watermark( hW ) 

0.0128 60.15dB 0.86 

3 Image#3 

AES-128 Ciphered 
Lena Image and 
correlated 
watermark( hW ) 

0.0154 56.03dB 0.860 

 
 

 
a) Watermarked,    b) tampered,         c) recovered,  and    d)tampered location 
Figure 4. The results of some malicious attacks performed on a photograph 

     

 
Figure 5. The results of cropping attacks and retrieved watermarks 
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IV. CONCLUSIONS 
In this paper, a multiple watermarking scheme is proposed 

for digital photographs authentication and restoration. We 
used the security of AES-128 to make a ciphered watermark 
and embedded it in the cover image by F-CPT algorithm for 
content authentication. Image restoration is achieved by 
correlated watermark embedding in wavelet sub-bands. 
Several malicious attacks are performed i.e. noise attack, 
compression attack, and cropping attack etc. The results of 
PSNR, MSE and SSIM show that the imperceptibility of our 
system is high and the technique is highly robust. 
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