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Abstract—Botnet as a new technology of attacks is a serious threat to Internet security. With the rapid development of the botnet,
botnet based several protocols came into being. In accordance with the feature of botnet, the Hidden Markov Model has application
in botnet detection. Firstly, according to the situation and problems of the botnet recently, the life cycle and behaviour characteristics
of the botnet have been analysed. After that a mathematical model based on state division has been built to describe the botnet.
Meanwhile, a method of botnet detection based on this model has been proposed. Finally, we analyzed and summarized the
experimental results, and verified the reliability and rationality of the detection method.
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