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Abstract—A major issue to secure wireless sensor networkeysdistribution. Current key distribution schenage not fully adapted to the
tiny, low-cost, and fragile sensors with limitedngoutation capability, reduced memory size, andebgtbased power supply. This paper
investigates the design of an efficient key disttibn and management scheme for wireless senseoret The proposed scheme can ensure
the generation and distribution of different en¢igmp keys intended to secure individual and groommunications. This is performed based
on elliptic curve public key encryption using DéfHellman like key exchange and secret sharingiigales that are applied at different levels
of the network topology. This scheme is more effitiand less complex than existing approachestalttee reduced communication and

processing overheads required to accomplish kelyagge. Furthermore, little number of keys with tlisizes are managed in sensor nodes
which optimizes memory usage, and enhances sdglabilarge size networks.
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