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Abstract— Network traffic anomaly detection can help to early detect network attacks because hacker’s activities may result in
unusual changes of network traffic, that are significant fluctuations compared to normal traffic of the network. Among various
anomaly detection approaches, principal component analysis (PCA) has been seen as an effective solution. Until now, PCA is basically
applied to dimension reduction method. Several issues remain including: how effective can PCA be applied to semi-supervised models
with a small training dataset, which components are significant for anomaly detection. This paper proposes a semi-supervised model
using a modified Mahanalobis distance based on PCA for network traffic anomaly detection. We propose a K-means clustering method
to build normal profile of traffic to improve the training dataset and propose to give weights to choose principal components of PCA.
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