A New Network Flow Grouping Method for
Preventing Periodic Shrew DDoS Attacks in Cloud

Computing

ZengGuang Liu*, XiaoChun Yin**, Hoon Jae LEE ***
* |P Platform Dept of MGC, Alcatel-Lucent, 169, SongLing Road, QingDao, China

** WeiFang University of Science & Technology, 1299, JinGuang Street, ShouGuang, China

***Djvision of Computer and Engineering of Dongseo University, Sasang-Gu, Busan 617-716, Korea

sterling.liu@alcatel-lucent.com, Spring.yin@163.com, hjlee@dongseo.ac.kr

Abstract—Based on the investigation of periodic shrew distributed DoS Attacks among enormous normal end-users’ flow in cloud
computing, this paper proposed a new method to take frequency-domain characteristics from the autocorrelation sequence of
network flow as clustering feature to group end-user flow data by BIRTH algorithm, and re-merge these clustering results into new
groups by overcoming the deficiency of BIRTH algorithm. At last, the result of simulation proves the proposed method distinguishes
abnormal network flows with higher detection accuracy and faster response time, and prevents abnormal network flow groups with

less impaction.
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