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Abstract—Named Data Networking (NDN), as a promising next generation network, has several advantages in scalability, mobility 
and network efficiency compared with IP-based Inter- net. These advantages come with the usage of named content, powerful routers 
and intermediate cache. These, however, make censorship in NDN more easily to deploy. In this paper we give an analysis of the 
possible censorship techniques in NDN and come up with two most effective attacks: name-watchlist attack and deep packet inspection. 
Existing solutions against censorship in IP-based network and NDN either cannot defend against both attacks or disable the cache 
mechanism, thus decrease the network efficiency. We propose a scheme which adopts the idea of proxy web servers and brings in the 
concept of smart routers to partially persevere the functionality of intermediate cache and improve network performance. Security 
analysis shows that as long as the consumer can connect to a smart router which performs a second-time disguise of the requested 
name without going through a compromised smart router, he can retrieve his interested Data packet. Simulation result shows that the 
usage of smart routers helps mitigate the performance overhead to disguise Interest names and Data content.  
 

Keyword—Named Data Networking, Internet censorship, anti-censorship, proxy server, smart router 
 

 
 
Xingmin Cui  Xingmin Cui (S’15) received her B.Eng degree in computer science from Shandong University in 2012. She is currently working toward the 
Ph.D. degree in the Department of Computer Science, The University of Hong Kong. Her research interests include mobile security, program analysis and named 
data network (NDN) security.  
 
 
Yu Hin Tsang Yu Hin Tsang received his B.Eng degree in computer science from The University of Hong Kong in 2012. He is currently a part-time MPhil 
student in the Department of Computer Science, The University of Hong Kong.  
 
 
Lucas C.K.Hui Lucas C. K. Hui (M’93-SM’03) is the founder and Honorary Director of the Center for Information Security and Cryptography (CISC), and an 
associate professor in the Department of Computer Science, The University of Hong Kong. He received the B.Sc. and M.Phil. degrees in computer science from 
The University of Hong Kong, and the M.Sc. and Ph.D. degrees in computer science from the University of California, Davis. His research interests include 
different and diversified areas in information security, including authentication services, privacy protection in e-commerce, mobile network security, smart grid 
security, security system design involving hardware and software, computer forensics, privacy and security in e-learning systems, and cryptography. He has 
published more than 100 internationally referred research papers. He is the Principal Investigator of several applied research projects relating to IT security with 
a total sum of around US$3 millions. He has been appointed by the Hong Kong SAR Government as a member of the Advisory Committee on Code of Practice 
for Recognized Certification Authorities for a period of two years from 1 February 2011 to 31 January 2013. In summary, Dr. Hui had extensive experiences in 
carrying out interdisciplinary research projects containing information security component.  
S.M.Yiu S. M. Yiu (A’90-M’99) is currently an associate professor of Department of Computer Science, The University of Hong Kong. He has been working in 
the research area of cryptography and security for more than 10 years. Besides security, he also works in bioinformatics.  
 
S.M.Yiu S. M. Yiu (A’90-M’99) is currently an associate professor of Department of Computer Science, The University of Hong Kong. He has been working in 
the research area of cryptography and security for more than 10 years. Besides security, he also works in bioinformatics.  

Bo Luo Bo Luo is an undergraduate student in Beijing University of Posts and Telecommunications. She participated in the work described in this paper when 
she worked as a summer intern in the Department of Computer Science, The University of Hong Kong.  

 
 
 

Defend against Internet Censorship in Named 
Data Networking 

Xingmin Cui*, Yu Hin Tsang*, Lucas C.K.Hui*, S.M.Yiu*, Bo Luo** 

*The University of Hong Kong, Hong Kong 
**Beijing University of Posts and Telecommunications, China 
{xmcui, yhtsang, hui, smyiu}@cs.hku.hk ,13126645140@163.com 


