
 

 

 

Abstract— In this paper, the author demonstrates how commonly used communication scheme and information 

retrieval which are carried out via Internet using numerous types of smart devices, can turn the Internet into a very 

dangerous platform because of its built-in nature of making its users’ identity easily traceable and discusses some 

countermeasures that can be used to prevent existing and projected security breaches. It initially provides some 

introductory information on technology advancement, penetration of the Internet to all aspects of our life and its 

associated conveniences. It then discusses vulnerability of internet services, presents some typical attack cases that are 

carried out via smart home appliances, and explains security implementation challenges on such devices from technical, 

social, and practical aspects. Finally, it proposes an appropriate security model, demonstrates relevant counter 

measures for numerous attack scenarios, and explains why and how numerous stake holders are needed to get together 

for its commercial implementation. 
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