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Abstract—Cybercriminals increasingly use sophisticated tools and advanced methods to attack bank systems. This study intends to
highlight the cybercrime investigation of ATM heist in Taiwan. A cybercrime investigation framework of bank ATM heist from
ISO/IEC 27043:2015 processes class is proposed to address the issue and to help investigators explore the truth. It describes a
prototype framework that is current under development, and demonstrates how ISO/IEC 27043:2015 processes class can provide
investigators with great abilities to interpret data generated by cyber forensics tools.
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