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Abstract— The data accessibility anytime and anywhere is nowadays the key feature for information technology enabled by the 

ubiquitous network system for huge applications. However, security and privacy are perceived as primary obstacles to its wide 

adoption when it is applied to the end user application. When sharing sensitive information, personal s’ data protection is the 

paramount requirement for the security and privacy to ensure the trustworthiness of the service provider. To this end, this paper 

proposes communication security protocol to achieve data protection when a user is sending his sensitive data to the network through 

gateway. We design a cipher content and key exchange computation process. Finally, the performance analysis of the proposed scheme 

ensure the honesty of the gateway service provider, since the user has the ability to control who has access to his data by issuing a 

cryptographic access credential to data users. 
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