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Abstract—Physical layer security has been considered as a sus-
tainable technique that is competitive with existing cryptographic
approaches to combat security attacks in the next generation
wireless networks. In this paper, we study the vulnerability of
mobile ad-hoc wireless networks in which there is an eavesdrop-
per monitoring for the data transmissions in the networks. To
this end, we propose a Physical Layer Security-based Routing
protocol, called PLSR, which uses ad-hoc on-demand distance
vector as the underlying technology. The main features and
contributions of the proposed PLSR are as follows. First, PLSR
considers a cross-layer approach that uses the information of
both physical layer and network layer together to support QoS
transmission (i.e., secure transmission) efficiently. When a routing
route is established, both the physical layer information, PLS
information using distance between neighbors an eavesdroppers,
and the network layer information, i.e., the number of hops, are
considered together as the parameters for route establishment.
Second, PLSR establishes the routing routes that can avoid the
eavesdroppers to support secure transmission. The performance
evaluation of the proposed PLSR using OPNET shows that PLSR
can efficiently support the security capability of routing and
multi-hop transmission in mobile ad-hoc wireless networks.

Keywords—routing, physical layer security, cross-layer,
MANETSs

I. INTRODUCTION

Mobile ad-hoc networks (MANETS) is the ad-hoc networks
consisting of mobile nodes. Different from the infrastructure-
based networks, MANETSs do not have a fixed manager node,
i.e., access point (AP) or base station (BS), while all nodes
can work as router. Thus, MANETSs are characterized by
direct communication or multi-hop communication without a
manager node. MANETS have the advantage that the networks
configuration is easier than the infrastructure-based networks.
The famous routing protocol in MANETS is ad-hoc on-demand
distance vector (AODV) routing protocol [1]. AODV consists
of two processes that are reverse path setup and forward path
setup to make the routing route. During the reverse path setup,
a source and intermediate nodes broadcast a route request
(RREQ) packet to find a destination. When receiving the
RREQ, the destination unicasts a route reply (RREP) packet
using the shortest path. When the source node receives the
RREP, the route establishment process is completed. Then,
the source node forwards the data packets via the established
route.

Recently, the security issue is an attractive research topic
in MANETs. These networks are vulnerable to an attack of
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malicious users because the networks do not have the manger
nodes [2], [3]. The authors of [4] proposed the secure and
efficient MANET routing protocol called SAODV to prevent
black hole attack. This routing protocol generates a random
number to confirm the legitimate destination. The authors of
[5] proposed secure routing protocol (SRP) using underlying
dynamic source routing protocol (DSR) in MANETSs. This
routing protocol established the trust route between a source
and a destination. The wormhole attack prevention(WAP)
routing protocol is proposed in MANETSs [6]. This routing
protocol used the special list called neighbor list to detect the
wormhole attack. This protocol detected the wormhole attack
and updated this route information to prevent the attack of the
malicious node.

On the other hand, in sniffing attacks, the eavesdroppers
only overhear and collect information in the networks. It seems
to be hard to combat against sniffing attacks in wireless mobile
networks. Specifically, the authors of [7] demonstrated the
sniffing attack through the fake hotspot. In [8], the authors
studied the security threats in machine-to-machine (M2M)
networks. The authors proposed the countermeasures on the
sniffing that encrypts the data packet by using a hardware
security module (HSM) to prevent the data packet from
the sniffing attacker that did not decrypt the encrypted data
because sniffing attacker did not have HSM.

The traditional TCP/IP model has advantages in terms of
maintenance and development. However, this model does not
efficiently support the quality of service (QoS) in the networks.
Researchers have studied the cross-layer approach to improve
the network performance and satisfy the requirement of future
networks. The authors of [9] surveyed facing problems in
stack-based architectures and the requirements of the future
networks. The encryption methods such as SSL, SSH, WEP
can support the secure transmissions in the TCP/IP model.
However, These encryption methods increase the processing
power, leading to the added energy consumption and latency.
Therefore, the research on secure routing applying cross-layer
approach is needed.

Recently, physical layer security (PLS: PHY-security) tech-
nique has been considered as a promissing solution to protect
the information through the wireless nature of medium by
exploiting the physical characteristics of wireless channels
to securely transmit information between legitimate users
[10]-[12]. The authors of [13] studied the PHY-security and
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challenges in industrial wireless sensor networks. The authors
demonstrated that the increased number of antenna of sink
increased the security performance. In [14], the authors studied
PHY-security for the future networks. The authors summarized
the PHY-security issue that is the trusted relay and untrusted
relay, and the challenges such as massive multiple-input
multiple-output (MIMO), mm-wave on the future networks.
The authors of [15] studied PHY-security in the tree topology
composed of the multi-hop wireless networks with multi-
eavesdropper.

Different from the mentioned related works, in this paper,
we propose a physical layer security-based routing protocol
to prevent the sniffing attacks and support secure transmission
by utilizing the emerging PHY-security concepts. The main
features and contributions of this paper are summarized as
follows:

« We propose a physical layer security-based routing pro-
tocol, called PLSR, that can support the secure multi-
hop transmission using cross-layer approach. PLSR uses
the physical layer information (i.e., PLS information) and
network layer information (i.e., number of hops) together
to establish the secure routing route.

o PLSR establishes a secure route by using the PHY-
security concept. More specially, a mobile node that is
required to communicate with other one first broadcasts
the RREQ packet to establish a fresh route to a tar-
geted node. During the RREP procedure, the destination
and intermediate nodes broadcast the RREP to estimate
the secure ability (i.e., PLS ability) which is measured
based on the difference in distance between that from a
transmitter to a receiver and that from a transmitter to a
eavesdropper.

o The simulation results are also provided to demonstrate
the performance of the secure transmission of the PLSR
that successfully avoids the coverage of eavesdropping
while PDR is maintained similar to AODV.

The rest of the paper is arranged as follows. Section II
introduces the basic concepts and architecture of PLSR and
describes in detail the route establishment process. Section III
presents the performance metrics compared PLSR to AODV.
Finally, the conclusions are given in Section IV.

II. THE PHYSICAL LAYER SECURITY-BASED ROUTING
ProTocCoOL (PLSR)

A. The Basic Concepts and Architecture of PLSR

Let us present the motivation of PLSR, i.e., the underlying
idea of PHY-security is identified as a promising method that
achieves secure communications by smartly exploiting the
imperfections of the wireless channel [16]. In PHY-security,
the secrecy capacity Cs can be given by

CS = C’rnauin - Ceve7 (l)

where Clhain means the channel capacity of the main link
between Alice and Bob. Similar to the main channel definition,
the term Cey, represents the channel capacity of eavesdropper
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link between Alice and Eve. The each channel capacity can be
represented by using signal-to-noise ratio (SNR). The secrecy
capacity can be expressed as

Cs = logsy (1 4 SNRpain) — logy (1 + SNReve) | 2)

where SNRy,.in and SNR.,. are the main channel and eaves-
dropper channel, respectively. Considering the free-space path
loss model [17], the received power can be given by

)\2
(47d)*’
where the GGy and G, are the transmit and receive antenna
gains and A represents the wavelength and d means separa-

tion of transmitter antenna and receiver antenna, respectively.
Plugging (3) into (2), Cs can be rewritten as

Pr,main Pr,eve
CS = ].Og2 (1 + 1\IQ> — 10g2 (]. + I\Io)

B = PGiG, 3)

)\2
= logy | 1+ BGGrmain————5 —
2o ( o e (47T'dmain)2 NO) (4)

)\2

10g2 (1 + PthGr,eve (47Tdeve)2 N0> )
where P; main and P, eve are the received power at the legiti-
mate node and eavesdropper, respectively. Similar to received
powers, the term G} main and Gy eve are the legitimate node
and eavesdropper antenna gains, respectively. Ny means the
additive white Gaussian noise (AWGN) power. In order to
guarantee the secure of the communication, it is required that
Cy is greater than O for successful secure transmission which
can be expressed as

PG Gr main)\2 PG Gr eve)\2
log, ] 4 Tnmans 5 > log, ] 4 ZtTtever - ,
(47Tdmain) NO (47Tdeve) NO
®)
which is equivalent to
PthCTVr,main)\2 PtCYVt(;r,eveA2

(47Tdmain)2 NO (47rdeve)2 NO .

In this paper, we assume that the legitimate nodes and eaves-
dropper have the same performance ability that is the Gy cve
equals to Gy main. Thus, after some algebraic manipulations,
(7) can be obtained as

(6)

1 - 1
deve '
The relationship in (7) means that the further the distance
from the transmitter, the smaller the channel capacity and the
smaller signals can be received. Thus, when an eavesdropper
locates further than next node, the received signal can not be
completely decoded at the eavesdropper.

Fig. 1 describes the basic concepts and architecture of
the proposed protocol. In the given networks, S is a source
node that transmits data packets when events occur, while D
presents a destination node that receives the data from the
source node via routing route and E denotes the eavesdropper

)

dmain
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Fig. 1. The basic concepts and architecture of PLSR

that monitors the multi-hop transmission from S to D. PLSR
is proposed to aim to avoid the overhearing range of the
eavesdropper and to support secure transmission by using
cross-layer strategy with physical layer and network layer.
As we can see in Fig. 1, the shortest path is S — 1 — 2
— D. However, PLSR does not establish the shortest route
because the route is within the overhearing range of the
eavesdropper, E. Instead of the shortest path, PLSR adopts (7)
to establish the route, specifically, the distance difference from
the transmitter to between next node and malicious node. As
the result, the established path is S — 3 — 6 — 5 — D. The
proposed PLSR can establish a routing route that can avoid
the eavesdropping range and support secure transmission using
cross-layer strategy with physical layer and network layer.

B. The Routing Algorithms used in PLSR Protocol

In this subsection, we describe in detail the proposed PLSR
protocol. When an event occurs, the source node broadcasts
the RREQ to find the destination. The RREQ packet contains
the following fields :

< SourcelD, DestinationID, SrcSeq, DestSeq,
BroadcastID, hopcount )

where the SrcSeq is called source sequence and DestSeq
denotes destination sequence, which are the identified number
to confirm control message, respectively. BroadcastID means
the number of generating RREQ on the same session at
the source. hopcount presents the number of intermediate
node toward the destination. When the neighbor nodes of
the source receive the RREQ packet, the intermediate nodes
confirm whether the RREQ packet is enough to fresh through
Algorithm 1 or not. The received node confirms whether
SrcSeq is greater than the value in its table or not. The
nodes update the routing table while the intermediate nodes
rebroadcast the RREQ with the increment hopcount, and the
destination transmits the RREP to select the further node from
eavesdropper toward the source with the increment DestSeq.
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Algorithm 1 The RREQ transmission procedure of PLSR

Condition: When the node receives the RREQ packets from
neighbor nodes.

1. if SrcSeqprppq > SrcSeq;,y,. then

2:  Update route table

3:  if nodeID = destination then

4 Transmit RREP

5. else

6

7

8

9

hopcountpppqg < hopcountgppq + 1
Send RREQ
end if
. else if SrcSeqrppq = SrcSeqy,,, then
10:  if (BroadcastIDggeg > BroadcastIDiapie) OR
((BroadcastIDggeq = BroadcastIDiapie) AND
(hopcountgrpq + 1 < hopcount,,;,.)) then

11: Update route table

12: if nodeID = destination then
13: Transmit RREP

14: else

15: hopcountpppq ¢~ hopcountgppq + 1
16: Send RREQ

17: end if

18:  end if

19: else

20:  Drop RREQ

21: end if

Different from AODYV, PLSR broadcasts the RREP to select
the furthest node from an eavesdropper. The RREP packet
contains the following fields:

( DestinationID, SourceID, DestSeq, hopcount,
LocationInformation(x,y) )

where LocationInformation(x,y) is the position informa-
tion of transmitter. The receiving node calculates the difference
distance from the node to its previous node and from the node
to its eavesdropper to select the furthest distance different.
Hence, the next node will be selected as

()

nodelD = arg max 1dN.E — AN, N,
next gNﬁéNj{ N;E NzNy}’

where N; is the RREP receiving node and N; is the RREP
transmitting node. dy;,g is the distance from receiving node to
the eavesdropper and dn;,; is the distance from the receiving
node to the transmitting node. As receiving the RREP, the
nodes check whether the RREP is duplicated or not according
to Algorithm 2 where d.os; denotes the maximum difference
distance between from the receiving node to eavesdropper
and from the receiving node to transmitting node. According
to Algorithm 2, the intermediate node repeats this process
until the RREP arrived at the source node. The source node
transmits the data packets to the destination node through the
established route. Fig. 2 illustrates the RREP packet format of
PLSR at OPNET.
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Fig. 2. The RREP packet format of PLSR

Algorithm 2 The RREP transmission procedure of PLSR
Condition: When the node receives the RREP packets from
neighbor nodes.
1: if (DestSeqpppp > DestSeq;,;,,) OR
((DestSeqpprpp = DestSeq,,;,,) then

2: if dNiE > dNiNj then

3: if dNiE — dNiN]' > deost then
4: Update route table

5: if nodeID = source then
6: Transmit DATA

7: else

8: hopcountgggp <+ hopcountygpp + 1
9: Send RREP

10: end if

11: end if

12:  end if

13: else

14: Drop RREP

15: end if

III. PERFORMANCE EVALUATION

In this section, we present the performance evaluation of
the proposed PLSR protocol with comparisons to that of the
conventional AODV protocol using OPNET. The simulation
environments and parameters used in this paper are listed in
the following Table I.

TABLE I
SIMULATION PARAMETERS

Parameters Value

Network size 1,000 x 1,000 (m?)

Network topology homogeneous Poisson point process (PPP)
Number of node 50

Number of eavesdropper 1

Antenna type omni-directional antenna

Communication range 250 (m)

Path loss model free-space path loss (Friis path loss)
Simulation Time 1,200 (s)

Data interarrival time exponential(1)

Mobility model random way point

Pause time 10 (s)

Node speed 5,10, 15,20 (m/s)
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We consider a network whose size is 1 km by 1 km, 50
legitimate nodes are located in this network by homogeneous
Poisson point process, and one misbehavior is located at
the middle of the network to collect data. Each node is
assumed to be aware of its position with a reliable position
location system. Additionally, each node is equipped with an
omnidirectional antenna with the transmission range of 250
m. We assume that the wireless environment is free-space path
loss model in MANETS. The antenna gains equals to 1 because
each node is equipped with omnidirectional antenna [18]. The
mobility model of legitimate nodes is random way point [19].

The network performances are evaluated in terms of the
following metrics:

o Packet delivery ratio (PDR): the ratio of the number of
the received data packet at a destination node over the
number of the transmitted packet at a source node.

e Delay: the average latency time for the route establish-
ment between a source and a destination.

e Control overhead: the average number of control signal
message per node to establish a routing route between a
source node and a destination node.

o Average distance: the average distance from a data trans-
mitter to an eavesdropper.
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Fig. 3. Packet delivery ratio of PLSR and AODV as a function of node speed
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Fig. 3 presents the PDR as a function of node speed. As
can be seen in Fig. 3, the PDR decreases as the node speed
increases because the higher node speed, the weaker the link
connectivity between transmitter and receiver. The PDR of
PLSR is similar to that of AODYV, which means that the
transmission performance of PLSR is similar to that of AODV.
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Fig. 4. Delay of PLSR and AODV as a function of node speed

In Fig. 4, we plot the delay as a function of node speed.
As can be seen in Fig. 4, the delay is nearly constant as node
speed increases, which means that the node speed does not
effect on delay. However, the delay of PLSR is a little bit
greater than AODV. The reason is that PLSR establishes the
route through more nodes to avoid misbehavior.
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Fig. 5. Control overhead of PLSR and AODV as a function of node speed

As we can see in Fig. 5, the control overhead of PLSR is a
little bit greater than that of AODV. The reason is that PLSR
need to broadcast the RREP toward the source to support
secure transmission while AODV just uses unicast for RREP
transmission toward the source.
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Fig. 6. Average distance of PLSR and AODV as a function of node speed

Fig. 6 presents the average distance as a function of node
speed. As can be seen in Fig. 6, the average distance of PLSR
is over the 300 m, which means that most of nodes in a
secure route are out-of-range of the eavesdropping range, 250
m. On the contrary, using AODV protocol, most of nodes in
the established route are possible in the observation range of
the eavesdropper since the average distance is around 100 m,
which means that the AODV protocol may be vulnerable to
the eavesdropper’s attack.

From Fig. 3 to Fig. 6, we can conclude that PLSR effi-
ciently provides the secure transmission to avoid the range of
eavesdropping while PLSR consumes a little bit more delay
and control overhead than AODV.

IV. CONCLUSIONS

In this paper, we propose a physical layer security-based
routing protocol, called PLSR. This protocol applies to cross-
layer approach by combing physical layer and network layer
to support secure transmission in MANETS successfully. Dis-
tance is performed in the physical layer to measure the channel
capacity for PLS information while the information of number
of hop is used for establishment of routing route in the network
layer with cross-layer concepts. The performance evaluation
shows that the proposed PLSR can efficiently support the
secure transmission with fine PDR while control overhead and
delay to establish secure routing route are spent a little more
than that of AODV.
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