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Abstract— Unmanned Aerial VVehicles (UAVs) are increasingly integral in various sectors, simultaneously encountering rising security
threats as UAV and Urban Air Mobility (UAM) networks continue to expand. This paper addresses the challenge of securing UAM
networks while also emphasizing generalizability of the security solution to protect heterogeneous UAVs against threats that compromise
their stability, reliability and can cause catastrophic failures such as a crash landing. The deployment of traditional machine learning
(ML) based intrusion detection systems (IDSs) is often hampered in real-world applications due to a lack of generalizability of the security
solution. As a result, the system fails to provide adequate security across the varying models and platforms of UAVSs, each with its unique
statistical properties and data distributions. To address these challenges, we focus on employing a comprehensive set of UAV sensor
parameters, tailored feature engineering and selection to develop multi-stage cross-validated ensemble learning systems to facilitate
generalized detection of attack and non-attack cases. For additional analysis, we cross-validate the models using two different cross-
validation techniques. The proposed deep stacking ensemble system provides the overall best performance, with AUC within the range
of 92% to 99.9% across different cross validations.
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